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Software as a Medical Device: Possible Framework for Risk Categorization and
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

2. Essential Principles of Safety and Performance of Medical Devices and IVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)
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3. AAMI TIR57:2016 Principles for medical device security—Risk management

4.
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11.

12.

AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management
for device manufacturers

IEC 60601-1:2005+AMD1:2012, Medical electrical equipment - Part 1: General
requirements for basic safety and essential performance

IEC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

IEC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices

IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical
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IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating
medical devices — Part 2-8: Application guidance — Guidance on standards for establishing
the security capabilities identified in IEC 80001-2-2

ISO 13485:2016, Medical devices — Quality management systems — Requirements for
regulatory purposes

ISO 14971:2019, Medical devices — Application of risk management to medical devices
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incident management — Part 2: Guidelines to plan and prepare for incident response

ISO/TEC 29147:2018, Information Technology — Security Techniques — Vulnerability
Disclosure

ISO/IEC 30111:2013, Information Technology — Security Techniques — Vulnerability
Handling Processes

ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products,
Part 1: General Requirements

UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems
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22.

23.

24.

25.

26.

ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle
(July 2019)

China: Medical Device Network Security Registration on Technical Review Guidance
Principle (January 2017)

European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017)

European Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017)

FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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32.

33.

34.

35.

36.

37.
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FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

FDA: Design Considerations for Devices Intended for Home Use (November 2014)
FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018)

Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)
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Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

TGA: Medical device cybersecurity - Consumer information (July 2019)

TGA: Medical device cybersecurity guidance for industry (July 2019)

TGA: Medical device cybersecurity information for users (July 2019)
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38.

39.

40.

41.

42.

CERT® Guide to Coordinated Vulnerability Disclosure
https://resources.sei.cmu.edu/asset_files/SpecialReport/2017_003_001_503340.pdf

The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

NIST’s Secure Software Development Framework (SSDF)
https://csrc.nist.gov/CSRC/media/Publications/white-paper/2019/06/07/mitigating-risk-of-
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-

vulns-draft.pdf

Medical Device and Health IT Joint Security Plan (January 2019)
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf

MITRE medical device cybersecurity playbook (October 2018)
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49.

50.

IMDRF/CYBER WG/N60FINAL:2020

https://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and

MITRE CVSS Healthcare Rubric
https://www.mitre.org/publications/technical-papers/rubric-for-applying-cvss-to-medical-
devices

Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP)
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

Open Web Application Security Project (OWASP)
https://www.owasp.org/index.php/Main_Page

Manufacturer  Disclosure  Statement for Medical Device Security (MDS?)
https://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-
Device-Security.aspx

ECRI approach to applying the NIST framework to MD
https://www.ecri.org/components/HDJournal/Pages/Cybersecurity-Risk-Assessment-for-
Medical-Devices.aspx

National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the
NTIA Awareness and Adoption Group

https://www.ntia.doc.gov/files/ntia/publications/2016_ntia_a a_vulnerability_disclosure_insi
ghts_report.pdf

https://republicans-energycommerce.house.gov/wp-content/uploads/2018/10/10-23-18-
CoDis-White-Paper.pdf

https://resources.sei.cmu.edu/asset_files/SpecialReport/2017_003_001_503340.pdf

+

2020/3/18 Page 46 of 51



IMDRF/CYBER WG/N60FINAL:2020

E6g Sa+
+
+
+
+ +

2020/3/18 Page 47 of 51



IMDRF/CYBER WG/N60FINAL:2020

E65 . SAI13E Vb CcRC>™Z& IFG&*+4=079 YA

E Vb cvgWy c - ISO/IEC 27035+

PEV—dA Q) ZM] aD*E Vb cvgWy cu V @31 E V
b cRC™ x#@Vh =

pov—-1bD E Vb c&5 ;=>=p+E Vb c)(=CceD = —
@po $I1b =

Ay -Fa orFr@ " * n, *E Vb c*ge@eUa =

RC O=)C $ E Vb c* b&“s E Vb c :;*ba E
Vb c*nl W_ 0030w

B:> Ll< - E Vb co)IT# $ aA*Q) XOvgWy c

cae-ngi)le =

E Vb cRC™ x+

Za+ LR (COVv—~ +
vg WL TEJ ZM] a) E Vb cRO)ywN&E)' $Tu c =
aDE Vb c |1 , 0O=)C $ &N 7' &><N Og&><N
RC) = k|@Y- =
(e D" $ |b)E Vb cRC*u V &7L@P~ S$N._
RC*U1=&Fn *nNo@1= =
QW o E Vb cRC?E*WR &1 “@W
dE Vb cRC™ x*0OK) $0s(-N@
PESIP E Vb cRC|azZM] abDu V @sh *NO”L@=1
P @ X = = 5
b)ZM|] aDp ZX@noO =
) XO*EE —-@-N =
d —aAy— * *T dk aD&*__3°R@
Az =
e) AIG @Tu c =
f) RTaAK) =YD u c@ps E N_
gl vg WL U= > Far1Tow
QP p C \Ex*Z |aJqQ~"& X' =UENTOW
M] aDbg~-a |beif@po E Vb c@F UgRC@W
TQW
) ZM] aD _ *ATow
dzZzM] abu Vv @nd® UAG @j_ocC
P =
e)q pbXO
f) OvvgWy c
gl vg WL U= > Far1Tow
RCP p C \ExRC |a)E Vb c*doa&]baw

8NaTu c# |[bhq-VvXax *¥ 030w

2020/3/18

Page 48 of 51




IMDRF/CYBER WG/N60FINAL:2020

>T B1X@Y -

o E Vb c@-Dz bG=3N@Tu
dRTE Vb c*_jYDO3Iow
elvg W{ Q=& > FarTow

CcC =

NnOP E Vb cRC|aE Vb cRC*=R _ @03 =
) =3NITS |bE Vb cRC*u V & r @vrn =
d E Vb cRC?tL@Yg =
e)E Vb cRC=2N*06&)1DP@=n =
f) E Vb cRCODsCN@sS $YX =
gl vg W{ = > Tarew
o3P E Vb cO3|a"™ x&* _NCc* 6*4YDO3@ L =

w
w

b) ZM |
1e =
cqT~yva@le =
dF] X \ @AW
e)vg WL A&

aDO3* 6*"

¥l

%
(@)
=)
Q
&

&NG_O Xc@

2020/3/18

Page 49 of 51




IMDRF/CYBER WG/N60FINAL:2020
E64 Sa), 6-&(dYD>™ o) =&HT> [ X+

J Xc C+

CERT Australiac (CERTJ Xc O)
https://www.cert.gov.au/

AusCERT
https://www.auscert.org.au/
+

o W +
All Certs in Brazilo W HO> CERT <)

https://www.cert.br/csirts/brazil/
+

Kel]+
Canadian Centre for Cyber Security(Ke ] TEp ZM] abDZ \ )

https://www.cyber.gc.ca/
+

afT+
CERT European Union(CERT &T__.C)

https://cert.europa.eu
+

N X+
ANSM
https://ansm.sante.fr/

https://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(in XUAy)
https://solidarites-sante.gouv.fr/soins-et-maladies/signalement-sante-gouv-fr/

Shared Health Information Systems Agency(BgotQ ] VXax)
https://www.cyberveille-sante.gouv.fr/

ANSSI - National Agency for Information Systems Security(HOQ | VXaxZM|] aD
a)
https://www.ssi.gouv.fr/en/

dE "+
CERT Germany(CERT A E ™)

https://www.cert-bund.de/
+

EN\ C+
https://www.csirt-ita.it/
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Japan Computer Emergency Response Team/Coordination Center(JPCERT S bDg V—

Z \ :JPCERT/CC)
https://www.jpcert.or.jp/vh/top.html or https://www.jpcert.or.jp/english/

V Lu

SingCERT+

https://www.csa.gov.sg/singcert/news/advisories-alerts

+

wH-+

Industrial Control Systems CERT(cpNRBV Xax CERT:ICS-CERT)
https://www.us-cert.gov/ics

US CERT(CERT wyH)
https://www.us-cert.gov/
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