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ȩʅ E�\�g_cÿ-g_c��OưʁȀĝ*µȺ*ıç)ª	 òɄȀĝ*Ȁʛ

ÿ-ņÎƊ@ɘ½�=�6)ǥì(TEj�ZM|�aD*̉ʶƊ�ı�$	=�TE

j�ZM|�aD*E�Vb�c+ òɄȀĝÿ-Ƀ̙g_c��O@µȺ�ʛ)�=

&Ð) q�XQCǑ˅)��=ƋʗQC*Ƴ·@�ǎ��$��ɺʈ��=��>;

*E�Vb�c+ ˈǎÿ-ȒɄ�Í*˿ŵ ːˈǎþ+�̄×(ȒɄ�Íɨ*Ʌȸ)

:< Ƌʗøō)ʡ=ĆʛƊ��=� 
 
q�XQCʴĖ*ʴ˼Ǹʗ q�XQCp�jE] }�U �-)ʸßŻŜÿ-ʝŸ

ƊĮĐʗ@ď5Î$*̔»ʗ+ òɄȀĝ*TEj�ZM|�aD)̔�$Ðċˡ¦@

ǥ�=�ǩLE]�X+ Î̔»ʗ/č�$ TEj�ZM|�aD@ɣǹɇ)ƿƷ�

=�6*žä)̔�=ȶʽ@¼� Řǭ˦�<Ƃ=TEj�ǁƼ ę̱þ+�˜@�Ȟ

�$ òɄȀĝ@½˛�$ZM|C)�=�6*ƍĮ@Ƴ·�=�&@ƏĢ�$	=� 
 
q�XQC*TEj�ZM|�aD*ûàÿ-ŋ˫)̔�=Ĥ̝ǊĊ+ ƋʗņÎÿ-

òɄȀĝ*Ɗʛ@ɘŋ)ʂƩ�=�6)Ɔʶ%�=��
� ȵǚȧ)��=òɄȀĝ

*TEj�ZM|�aD)»=ʸß+Ĥȋ)ɂ(!$�< Ĥ̝ǊĊ)ʡ!$	(	� 
 
ǩ IMDRF LE]�X+ òɄȀĝ*TEj�ZM|�aD)̔�=Ĥ̝ǊĊ@Ģ=�
6*�ʢûà&rXcp�OaDX@Ƴ·�=�&@ɋɇ&�=�ǩǋǡ%+ ̄Ⱥɭ

ġÿ-Ⱥˏ@�>�> 2̫ÿ- 3̫)�	$ŉʒ�=�4̫%+ òɄȀĝ*TEj�
ZM|�aD*�ʢûà)"	$Ǻˑ� 5 ̫ÿ- 6 ̫%+ òɄȀĝ*TEj�ZM
|�aD)̔�=Ť˟âɬȶÿ-Ť˟ƀɬȶ)��=rXcp�OaDX)"	$ķ�

*ƱĻ�̫@ˡ¦̔»ʗ)Ƴ·�=�Ť˟âɬȶ)"	$+ �)òɄȀĝʴ˼Ǹʗ)

ʾÿ�=�Ť˟ƀɬȶ)"	$+ Î$*ˡ¦̔»ʗ)č��ƱĻ�̫@˃˰�=� 

ǩǋǡ+ IMDRF �³Ɩ��òɄȀĝ*TEj�ZM|�aD)ȯñ��ǣÚ*LE
]�X%�=� ZM|�aD)"	$ŨŮ�Ƿˁ�=�%ýȪ�0� IMDRF ǋǡ&
�$�IMDRF/GRRP WG/N47 FINAL: 2018��ƫ�;>=�Żˌǋǡ+ òɄȀĝÿ-
°ĶˈǎȺ̸In Vitro Diagnostic̺IVD̹òɄȀĝ1*˅ˀÿ-ʴ˼)�	$Ê˨�0�Ĭ

ǩʶ¥Ĭȡ@Ƴ·�$	=��>;*Ĭǩʶ¥Ĭȡ+ òɄȀĝ*Î�EnTEO�

̸Total Product Life Cycle̺TPLC̹)ȝ!$ ǩLE]�X&Ð)ýȪ�=�&�Ǧ3
�	��* *̔˽ǋǡ%�=�IMDRF/SaMD WG/N12 FINAL: 2014�* 9.3̫%+ 
ņÎ@ʖƓ�=̝*ƍĮZM|�aD*̉ʶƊ)"	$˃˰�>$�< òɄȀĝ[n

cFGC̸Software as Medical Device̺SaMD̹*ƍĮZM|�aD)Ž̪�=Ŭ"
*
ʶğ�3&6;>$	=� 

 
1 N47* 5.8̫)+ �ȅCOZX
;*½˛ɨ ƍĮZM|�aDÿ-TEj�ZM|�aD*̉ʶ(
ʶȐ�̫�˃˰�>$�< òɄȀĝ*Î�EnTEO�)ȝ!$ ǩLE]�X&Ð)ýȪ�=�&

�Ǧ3�	� 
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ǩǋǡ+ Î$*ˡ¦̔»ʗ)č�$ òɄȀĝ̸IVDòɄȀĝ@ď5̹*TEj�Z
M|�aD)Ŕ�=�ʢûà)»=Ĭǩɇʖ�ǐ&Ƿˁ�̫ �-)ƱĻ�>=rXc

p�OaDX@Ƴ·�=�&@ɋɇ&�$³Ɩ�>��ǩǋǡ%+ ʴ˼Ǹʗ q�X

QCp�jE] ʸßŻŜÿ-}�U)č�$ ƏĢ�=ɋɇ)Ŕ�$òɄȀĝ@µȺ

�=̝)˦�<Ƃ=TEj�ZM|�aD�XO@ǣŚñ�=�&):< òɄȀĝ*

ņÎƊÿ-Ɗʛ@ʂƩ� ʀʁµȺ@ɘ½�=�6*Ñ°ɇ(ƱĻ�̫@Ă<3&6$

	=�ǩLE]�X%˶0=q�XQCp�jE])+ òɄȀ̔�ď3>=� 

ǩǋǡ%+ nB�xFGCÿ-p�P�vo��W_OS�c���ɨ*[ncFG

C@ǥ�=òɄȀĝ̸¶̺s�Xy�K ˱Țu�p̹ þ+[ncFGC÷Ȳ%łĥ

�=òɄȀĝ̸¶̺SaMD̹)̔�=TEj�ZM|�aD)"	$Ǻˑ�>$	=�
1&A'*ʸßŻŜ+ �*ǿ̘�òɄȀĝ*ņÎƊÿ-Ɗʛ)̘ŉ�>$	=�6 

ǩǋǡ*̄Ⱥɭġ+ Ƌʗ/*øō�Ʌȸ�=ĆʛƊ)̔�=Ƿˁ)̘ŉ�>$	=�

&)ȿƏ�=Ɔʶ��=�¶�, òɄȀĝ*Ɗʛ)Ž̪@��= ʟůȗí)ƌŽ̪

@ÿ2� ʥ��+ː!�ˈǎþ+ȒɄ)ʍ�=TEj�ZM|�aD�XO+ ǩǋ

ǡ*̄Ⱥɭġ&4(�>=�b�\p�EjV�*ºōɨ �* *øō7̉ʶ%�=

� ǩǋǡ%+̄Ⱥɭġ
;̛Ķ�=��;) ǩǋǡ%+ ʴ˼Ǹʗ*§Ǹȗí)̔

�=TEj�ZM|�aD@̄Ⱥɭġ
;̛Ķ�=�ʴ˼Ǹʗ*§Ǹȗí*ZM|�a

D)̔�=rXcp�OaDX)"	$+ ɰĤĤɦǽȡƞʭɖɤƚ̸National Institute 
of Standard and Technology̺NIST̹*TEj�ZM|�aDn��x��O�ƍĮȠ&
�$*̉ʶ(žä@ǯ��$	=� 

ǩǋǡ+¤�*�̫@ƏĢ�$	=� 
¥! òɄȀĝ*˅ˀÿ-̒Ʌ)̄×(TEj�ZM|�aDŔƇ@ɹ4˳5�6) �
XOr�XCp��^@ƯȺ�=� 
 

¥! òɄȀĝÿ-ưʁ�>=q�XQCE�n�*ņÎƊ Ɗʛÿ-ZM|�aD@ɘ
½�=� 

 
¥! TEj�ZM|�aD+ ʴ˼Ǹʗ q�XQCp�jE] }�U ʸßŻŜÿ
-ʝŸƊɅʷʗɨ@ď5Î$*̔»ʗ*Ðċˡ¦%�=�&@ˎ˙�=� 

 
¥! �>;*̔»ʗ)Ŕ�$ ʴĖ�EnTEO�*Î°)ȝ< Ƌʗøō*�XO@
ǣŚñ�=�6)ǥɈ(ƱĻ�̫@Ƴ·�=� 

 
¥! Ⱥˏ@ŉʒ�=&Ð) òɄȀĝ*TEj�ZM|�aD@ɘ½�=�6 ȵǚȧ
*rXcp�OaDX@˃˰�=� 
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¥! TEj�ZM|�aD*E�Vb�c ʜŀÿ-ʝŸƊ)"	$ ˹ǘƊ@č��
�ŔƇ@źñ�=�6)ŨŮ	ƍĮÐǥ*u�V�@¼˾�=� 

� (� òɄȀĝ*ɡ̲8ĉĤ*ʸß)Ƈ�$ ˷ç*Ƿˁ�̫�Ɔʶ&(<Ƃ=�&

)ȿƏ�=Ɔʶ��=� 

760+ŉʒ+

ǩǋǡ%Ⱥ	=Ⱥˏÿ-ŉʒ+ ¤�)ɚ��ĉʸǴ �-) IMDRF/GRRP WG/N47 
FINAL: 2018)ȡ�=� 
!
3.1  ˣȹ̸Asset)̺À� ɹʎþ+ǃű)&!$¹Á*�= Ȯȶɇþ+bW\�żŶ

*H�aDaD̸ISO/IEC JTC 1/SC 41 N0317, 2017-11-12̹ 
 
3.2  ǁƼ̸Attack̹̺ˣȹ*ɗĲ Ǟ̦ ǀ�A ȩìñ ɉȺ þ+ˎĆ�>$	(

	COZXʥ��+µȺ*ˋ4̸ISO/IEC 27000:2018̹ 
 
3.3  ˎˉ̸Authentication̹̺H�aDaD*ȯƊ*ȅŻƊ)̔�=½ˉ*Ƴ·

̸ISO/IEC 27000:2018̹ 
 
3.4  ɐȅƊ̸Authenticity̹̺H�aDaD*¾ƔƊ̸ISO/IEC 27000:2018̹ 
 
3.5  ǿ̘¡�̸Authorization̹̺ȯǿ*¡��b�\ÿ-Ȁʛ)COZX�=�6*ȯ

ǿ@¡��=�&@ď5�̸SO 27789:2013̹ 
 

ȕ˃̺ISO 7498-2 *ŉʒ̸ǿÝ*¡��COZXǿ)Ĭ#�COZX*ǿÝ@¡
��=�&@ď6=̹)Ȼǭ�=�  

 
3.6  ĆȺƊ̸Availability̹̺ʶȐ�=H�aDaD/*COZXÿ-µȺ*ĆʛƊ

̸ISO/IEC 27000:2018̹ 
+
3.7  ʳŇɇ�XOS�c���ƛȊ̸ʳŇɇƛȊ̸̹Compensating Risk Control 

Measure (Compensating Control)̹̺Ȁĝ˅ˀ*�̇&�$ŋǑ�>=�XOS�c
���ƛȊ*¢Ǣ&�$ þ+�>�ŋǑ�>(	įĊ)̄Ⱥ�>=ȯŉ*�X

OS�c���ƛȊ̸AAMI TIR97:2019̹ 
 

ȕ˃:ʳŇɇ�XOS�c���ƛȊ&�$+ ʴ˼Ǹʗ�Ƴ·�=C_pb�c
ɨ ȏʁɇþ+�ǚɇ(ŔƇ��<Ƃ=� 

 
3.8  ȀőƊ̸Confidentiality̹̺ˎĆ�>$	(	À� H�aDaDþ+p�ZX)

Ŕ�$ ƍĮ@̒ɚ�� µȺ��(	ȯƊ̸ISO/IEC 27000:2018̹ 
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3.9  ö˔ɇ(ʝŸƊ*̒ɚ̸Coordinated Vulnerability Disclosure̺CVD̹̺ɖɤʗÿ-
�* *ˡ¦̔»ʗ� ʝŸƊ*̒ɚ)̔˽�=�XO@®Ȝ�=�6*ʽȑɪ

@ʷ"�=�6)ʴ˼Ǹʗ&öå�$ʬ
p�ZX̸AAMI TIR97:2019̹ 
 

ȕ˃:�*p�ZX)+ ʝŸƊ&�*ʽȑɪ)̔�=ƍĮ*ĮĐ ˔Ǌ ̒ɚɨ
*³Ǹ�ď3>=� 

+
3.10 TEj�ZM|�aD̺ƍĮÿ-VXax��ȅ(ȗí̸�ȅ(COZX µȺ 

̒ɚ �ǎ ǀĵ ɗĲɨ̹
;½˛�>$�< ȀőƊ ŇÎƊ ĆȺƊ)̔

�=�XO��EnTEO�Î°)ȝ!$ăŏĆʛ(�r�)ʂƩ�>$	=ȱ

Ƒ�̸ISO 81001-1̹ 
+
3.11  ʴĖŕĔɸ�̸End of Life̺EOL̹̺ʴĖ*�EnTEO�)�	$ ʴ˼Ǹʗ*

ŉʒ)Ĭ#�ǥìǧ̓@˧��ʴĖ*˟Ĵ@ɸ��=ǚȧ�EOL @˴��ʴĖ)
"	$+ ȅŶ( EOLp�ZX̸}�U/*˺ɔɨ̹�ŋǑ�>=� 
 

3.12  Tu�cɸ�̸End of Support̺EOS̹̺ʴĖ*�EnTEO�)�	$ ʴ˼Ǹ
ʗ�Î$*Tu�cȗí@�Ȅ�=ǚȧ�T�lXTu�c+ �*ǚȧ@˧�

(	� 
 

3.13  ĬǩƊʛ̺ĬəņÎ)̔˽�=¤Ķ*ʟůȀʛ*Ɗʛ)�	$ ʴ˼Ǹʗ*ƪŉ
��̘Ⱦ@˧��®�þ+ȁļ�ȸ��ǚ)ăŏ%�(	�XO@ȸ�=Ɗʛ

̸IEC 60601-1:2005+AMD1:2012̹ 
 
3.14  ƌȺ̸Exploit̹̺ʝŸƊ@˺�$ƍĮVXax*ZM|�aD@ºō�=�6*

ǘɘ(ǐȔ̸ISO/IEC 27039:2015̹ 
+
3.15  ŇÎƊ̸Integrity̹̺"b�\�³Ɩ ˸¾þ+½ł�>�ƀ �ȅ(ǐȔ):<

ĵǠ�>$	(	ȯƊ̸SO/IEC 29167-19:2016̹ 
+
3.16  �LV�òɄȀĝ̸�LV�Ȁĝ̸̹Legacy Medical Device (Legacy Device)̹̺ȵ

ĥ*TEj�ZM|�aD*ʜŀ)Ŕ�$Ċȶɇ)½˛%�(	òɄȀĝ 
+
3.17  Ďˎ̕Ȅ̸Non-Repudiation̹̺Ʌȸ���˜þ+ʬí �-)�>;@ŷ�˦�

��H�aDaD@ˉǘ�=ʛå̸ISO/IEC 27000:2018̹ 
 
3.18  Ƌʗøō̸Patient Harm̹̺Ƌʗ*ă�=˭°ɇÅōþ+ÂŴ̞ō(ISO/IEC Guide 

51:2014@�̇ĵǠ) 
 
3.19  p�EjV�̸Privacy̹̺À�)̔�=b�\*́Ųþ+̃Ȕ(ā̡ÿ-µȺ)

˦ğ�=ɝȸȗþ+À�ɇ�ǰ)Ŕ�=ºÍ�(	�&̸ISO/TS 27799:2009̹ 
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3.20  ʜŀ̸Threat̹̺ZM|�aD@ºō� øō@ŷ�˦��Ƃ=ȱȓ ʛå ʬí
þ+�˜�łĥ�=̝*ZM|�aD̃Ā*ĆʛƊ̸ISO/IEC Guide 120̹ 

 
3.21  ʜŀzb��P̸Threat Modeling̹̺b�\*ɗĲ ȣȖ ǀ�Aþ+T�lXƤ

Ď*ż%VXax)øō@ÿ2�ĆʛƊ*�=ȱȓþ+�˜@ǘ;
)�=�6

*˔ǲp�ZX̸ISO/IEC/IEEE 24765-2017
;ĵǠ̹ 
 
3.22  C_pb�c̸Update̹̺òɄȀĝ[ncFGC@Ŕ˜&��¿ȅ �̕ ̄Ƈ

þ+ŇÎñ)̔�=ĵǠ 
 
ȕ˃ 1: ISO/IEC 14764:2006)ʸŉ�=[ncFGC½Ņȗí)Ȼǭ�=� 
 
ȕ˃ 2: C_pb�c)+ k_^ÿ-˅ŉĵǠ�ď3>=�  
 
ȕ˃ 3: ̄Ƈÿ-ŇÎñ)̔�=ĵǠ+˅ˀ�Ǽǚ)(
!�[ncFGC*ǀʤ
%�=�  

 
3.23  j�b�V~�̸Validation̹̺ŌʼɇˉƦ@Ƴɚ�=�&):!$ ƏĢ�=µ

Ⱥþ+̄Ⱥ)̔�=ʶȐ�̫�ȟ��>$	=�&@ɘˎ�=�&̸ ISO 
9000:2015̹ 

 
ȕ˃ 1: "j�b�cț4"&+ j�b�V~��Ň��$	=ȱƑ@ɚ�� 

 
ȕ˃ 2: j�b�V~�+ ŋȷİþ+Ǿƾȷİ%ŋǑ�>=� 

 
3.24  Ƿˉ̸Verification̹̺ŌʼɇˉƦ@Ƴɚ�=�&):!$ ʸŉʶȐ�̫�ȟ�

�>$	=�&@ɘˎ�=�&̸ISO/IEC Guide 63̹ 
 

ȕ˃ 1: Ƿˉ*�6)Ɔʶ(ŌʼɇˉƦ&�$+ Ƿǲɻǯ*1
 ÜȔ):=ˀ
ɫþ+ǋǡ*�l|�ɨ*ɻǯ%�=�&��=� 
 
ȕ˃ 2: Ƿˉ*�6)ʬ?>=ȗí+ ̄ǴƊp�ZX&ē,>=�&��=� 
 
ȕ˃ 3: "Ƿˉț4"&+ Ƿˉ�Ň��$	=ȱƑ@ɚ�� 

 
3.25  ʝŸƊ̸Vulnerability̹̺�"¤�*ʜŀ):!$ƌȺ�>=ĆʛƊ*�=ˣȹþ

+ɬȶɪ*Ÿȧ̸ISO/IEC 27000:2018̹ 
 

860+�ʢûà++

ǩ̫%+ òɄȀĝ@̒Ʌ ʸß µȺ Ɋʹ�=̝)ˡ¦̔»ʗ�Ƿˁ�0� òɄ

Ȁĝ*TEj�ZM|�aD)̔�=�ʢƪ̌ûà@ɚ��ǩLE]�X*Î°@˺�

$˶0;>$	=Żˌûà+ òɄȀĝ*Î°ɇ(TEj�ZM|�aD@č���=
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�6)̉ʶ%�< �>)Ɓ
�&% Ƌʗ*ņÎ@ɘ½�=�%ǥɈ(ìǯ@Ƃ;>

=�&�ǧſ�>=� 

865+ Ĥ̝ǊĊ++

òɄȀĝ*TEj�ZM|�aD+ Ĥ̝ɇ)ȕɋ�>$	=�ZM|�aD*E�V

b�c+ ˈǎʥ��+ȒɄ*́Ĺ@ŷ�˦�� Ȁĝ*ņÎ(Ɗʛ@ʜ
� ʟůȗ

í)Ž̪@��= Ƌʗ*ǅƉǅĔ*ÝȺ@ľ�=�&ɨ):!$ �Ⱦ�*q�XQ

CVXax*ƋʗņÎ@ʜ
�ĆʛƊ��=�TEj�ZM|�aD)Ŕ�=Ă<ɹ4

*Ĥ̝ɇǊĊ+ Ehr�V~�@¼˾� ņÎ%ìǯɇ(òɄȀĝ@˿Ȣ(�Ƌʗ*

ȒɄ)µȺĆʛ&�=&Ð) ƋʗņÎ*ʂƩ@ɘ½�=�6)Ɔʶ%�=�Î$*ˡ

¦̔»ʗ+ òɄȀĝ*Î�EnTEO�)ȝ!�TEj�ZM|�aDŔƇ@Ĥ̝Ǌ

Ċ��=�&�Ļê�>=��>)+ ʴĖ˅ˀ òɄȀĝ*Î�EnTEO�@˺�

��XOvgWy�c òɄȀĝ*�r��P ʸßŻŜ/*ȼ˖)Ŕ�=ʶȐ�̫ 

ƍĮÐǥ Ť˟ƀȗí)̔�=ǊĊñ�ď3>=�     

864+ ʴĖ�EnTEO�*Î°++

TEj�ZM|�aD*ʜŀÿ-ʝŸƊ)̔�=�XO+ ÚǧǻƎȊ̜
; EOS )
ʡ= òɄȀĝ*ʴĖŕĔ)̔�=Î$*Ȋ̜@˺�$Ƿˁ�=�&�Ǧ3�	�TE

j�ZM|�aD*íɇȯƊ@ìǯɇ)ɬȶ�=�6)+ �XOvgWy�c@ʴĖ

*Î�EnTEO�)ȝ!$̄Ⱥ� ˅ˀ ʴ˼ ˋ̶ÿ-Ť˟ƀɊʹɨ*ĉ́ɠ)�

	$TEj�ZM|�aD�XO@ˊ¹ÿ-ʇĕ�=�&�Ǧ3�	� 
 
ņÎƊ&ZM|�aD&*j��X@Ģ=�&7Ɔʶ%�=�ʴ˼Ǹʗ+ TEj�Z

M|�aD*S�c���ÿ-ʇĕɪ@ɹ4˳5̝ òɄȀĝ*ņÎƊÿ-ĬǩƊʛ@

ʂƩ�=�&�̉ʶ%�=� 

867+ Ðċˡ¦++

òɄȀĝ*TEj�ZM|�aD+ ʴ˼Ǹʗ q�XQCp�jE] ʸßŻŜÿ-

ʝŸƊɅʷʗ*Ðċˡ¦%�=�Î$*ˡ¦̔»ʗ+ òɄȀĝ*Î�EnTEO�@

˺�$ Ȧĥɇ(TEj�ZM|�aD�XOÿ-ʜŀ@ʀʁɇ)Ɋʹ ˊ¹ ʇĕ 

ƍĮÐǥ ŔƇ�=�6 ʠ;*ˡ¦@ȶʽ�  *ˡ¦̔»ʗ&őư)˽ƺ�=Ɔʶ

��=� 

868+ ƍĮÐǥ++

TEj�ZM|�aD)̔�=ƍĮ*Ðǥ+ ņÎ%ZM|C(òɄȀĝ@ŋȵ�=�

6* TPLCCp��^*Ĭəûà%�=�TEj�ZM|�aD*ƍĮ@Ðǥ�=�6 
Î$*ˡ¦̔»ʗ� Ť˟âÿ-Ť˟ƀ)ɣǹɇ)ŔƇ�=�&�Ļê�>=�˿Ȣ(

�ƍĮ�Ðǥ�>=�&):!$ Î$*ˡ¦Ż�ʗ� ʜŀ@ȯŉ� ̔˽�=�X

O@ˊ¹� �>)̄ŊŔƇ�=�6*ʛå�ǣĸñ�=��*�ȷ&�$ Î$*ˡ

¦̔»ʗ+ òɄȀĝÿ-ưʁ�=q�XQCE�n�*ņÎƊ Ɗʛ ŇÎƊÿ-Z
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M|�aD)Ž̪�Ƃ=TEj�ZM|�aD*E�Vb�c ʜŀÿ-ʝŸƊ)Ŕ�

=öåÿ-Sw|fQ�V~�@źñ�=�6 ƍĮÐǥÖǮȀ̸̔ Information 
Sharing Analysis Organizations̺ISAOs̹)ɣǹɇ)ýç�=�&�Ļê�>=��*:

(Ă<ɹ4@ʬ
�&% ˹ǘƊ@č���=�&�%�=�rXcp�OaDX&

�$Ļê�>=7
�"*ƍĮÐǥƛȔ&�$ ö˔ɇ(ʝŸƊ*̒ɚ�ƫ�;>=�

3� ʴ˼Ǹʗ*4%(�q�XQCp�jE]ÿ-òɄȀĝ}�U)7Żˌu�V�

@̄Ⱥ�=�&+ HSVXax)&!$7ǥɈ&(<Ƃ=�ʸßŻŜ)+ ƋʗņÎ

@Ĥ̝ɇ)½˛� ʂƩ�=�6) ȘĶ*ʸßŻŜ&ƍĮÐǥ�=�&�Ļê�>=� 
 

960+òɄȀĝTEj�ZM|�aD*Ť˟âʖƓ�̫+

òɄȀĝ*TEj�ZM|�aD+ ʴĖ*Î�EnTEO�)ȝ!$Ƿˁ�=�&�

Ǧ3�� ʴ˼Ǹʗ�òɄȀĝ*Ť˟â*˅ˀȊ̜ÿ-̒Ʌ�)ŔƇ�0�̉ʶ(ʶɵ

��=�Ť˟â*ʶɵ)+ 1) ZM|�aDȀʛ@ʴĖ)ɹ4˳5�& 2) ăŏ%�
=�XOvgWy�cƛȔ@̄Ⱥ�=�& 3) ZM|�aDˋ̶ òɄȀĝ@ZM|
C)̀Ⱥ�=�6*}�U)Ŕ�=ǥɈ(ƍĮƳ·ÿ-Ť˟ƀȗí*�6*ˀȽ@ɦǵ

�=�&�ď3>=�ʴ˼Ǹʗ+ â˶*Ť˟âʶɵ@Ƿˁ�=̝ ƏĢ��&�<*

ÝȺȷİ)ç� Ċȶɇ)�ʷĆʛ(ːµȺ*Ve�J@Ƿˁ�=�&�Ǧ3�	�¤

�*ĉ̫%+ �>;*Ǻƈ@Ǻˑ�=&Ð) ʴĖ�EnTEO�*Ť˟âȊ̜)�

�=ʴ˼Ǹʗ/*ƱĻ�̫@¶ɚ�=�(� òɄȀĝ[ncFGC*�EnTEO�

ȗí+  IEC 62304:2006/AMD 1:2015)ʸŉ�>$	=� 

965+ ZM|�aDʶȐ�̫ÿ-C�MaO^{˅ˀ+

ʜŀzb��Pɨ ˅ˀȊ̜%TEj�ZM|�aD)ɣǹɇ)ŔƇ�=�&):!$ 

ăíɇ(Ť˟ƀȗí*4@ʬ
:<7Ƌʗøō*ĆʛƊ@:<ʇĕ�=�&�Ćʛ%�

=��*:
(˅ˀE�p_c+ ʶȐ�̫*ƭƬ ˅ˀǷˉˋ̶þ+Ť˟âÿ-Ť˟

ƀ*�XOvgWy�cŔƇɨ ʴĖ*�EnTEO�@˺��Ǽ�(Ȋ̜)�	$ŋ

Ǒ�>=� 
 
ZM|�aDʶȐ�̫7 �EnTEO�*˅ˀp�ZX*ʶȐ�̫ĂƂ*Ȋ̜%ȯŉ

�=�&�Ǧ3�	�ZM|�aDʶȐ�̫ÿ-ZM|�aD�XOS�c���ƛȊ

*ƍĮȠ&�$+ AAMI TIR 57:2016 IEC TR 80001-2-2 IEC TR 80001-2-8 ISO 
27000 V��Y NIST ØʬȮ̸ZM|C[ncFGC̒Ʌn��x��O̸Secure 
Software Development Framework̺SSDF̹ɨ̹ OWASP ØʬȮ̸˅ˀûà)Ĭ#�Z
M|�aDɨ̹ ENISA ØʬȮ ɰĤq�XQCÿ-ÏʫʮȸÖ̊ö˔ö˚¨
̸Healthcare and Public Health Sector Coordinating Council̺HSCC̹ĊċTEj�ZM|
�aD��M�PP��p̸Joint Cyber Security Working Group̺JCWG̹*ØʬȮ̸Ċ
ċZM|�aDˀȽɨ̹ɨ��=� 
 
ʴ˼Ǹʗ�ʠɛʴĖ*˅ˀ%ʖƓ�=�&�Ǧ3�	˅ˀûà@ʰ 1)ɚ���¬� 
ʰ 1+ŇÎ(�Xc@ƏĒ�=7*%+(� ��3%7¶ɚ%�=� 
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˅ˀûà+ ˑǘ+

ZM|C(˺¾ 

ʴ˼Ǹʗ+ òɄȀĝ�´ȺȀĝþ+g_c��O&ưʁ�

>=ǐŶ)"	$Ƿˁ�=�&�Ǧ3�	�ưʁǐŶ)+ 

ǥʅưʁÿ-ȩʅ˺¾�ď3>=�ưʁǐŶ*¶&�$+ 

Wi-Fi E�Tg_c bluetooth USBɨ�ƫ�;>=� 
ʴ˼Ǹʗ+ Ķ̇
;*Íå*4%(� Î$*Íå*Ƿˉ

Ȁʛ@˅ˀ�=�&)"	$Ƿˁ� ņÎƊ�®	˺¾¤Ķ

Tu�c�>$	(	òɄȀĝ8 ŎųÒg_c��Oþ+

�LV�òɄȀĝ&ưʁ�$˺¾�=ɨ Ķ̇ȷİ&˺¾�

=įĊ@ʖƓ�=�&�Ǧ3�	� 
ʴ˼Ǹʗ+ òɄȀĝ*˸ă¾b�\˯˸@�ȅCOZX 

�ȅ(ǀĵþ+ĀŗǁƼ
;½˛�=ƛȔ)"	$Ƿˁ�=

�&�Ǧ3�	�¶�, ʴ˼Ǹʗ+òɄȀĝ/VXax̓
˺¾*ɍ�ˎˉǐȔ ǜĈñ*ʶĎ ǔ)˸¾�>�Sv�

dþ+b�\*�ȅÓ˸@̕�ǐȔ �6ŉ6�ǚ̓˅ŉƀ

)˺¾@×ǎ�=̄×Ɗɨ)"	$Ƿˁ�=�&�Ǧ3�

	� 

b�\½˛ 

ʴ˼Ǹʗ+ òɄȀĝ)½ł�>=þ+˸ă¾�>=ņÎƊ

̔˽b�\@ǜĈñɨ):<½˛�=ʶĎ)"	$Ƿˁ�=

�&�Ǧ3�	�¶�, kX��d+ǜĈñ):!$½˛

�>�i_V|&�$½ł�=�&�Ǧ3�	� 
ʴ˼Ǹʗ+ ˺¾p�cS�*y_Z�Wßƃ V�Q�X

̮Ī@½˛�=�6þ+ǜĈ̏ǫǍ*Òŏ�ȣȖ�=�&@

̕��6) ȀőƊ)»=�XOS�c���ƛȊ*ʶĎ)

"	$Ƿˁ�=�&�Ǧ3�	� 

Ȁĝ*ŇÎƊ 

ʴ˼Ǹʗ+ b�\*Ďˎ̕Ȅ@ɘ½%�=˅ˀȯƊ*ʶĎ

@Ûǎ�=�6) Ɋǲ�PȀʛ*Tu�cɨ VXax�

r�*C�MaO^{@ˊ¹�=�&�Ǧ3�	� 
ʴ˼Ǹʗ+ Ȁĝ*[ncFGC)Ŕ�=�ȅ(ǀĵɨ ò

ɄȀĝ*ŇÎƊ)̔�=�XO)"	$Ƿˁ�=�&�Ǧ3

�	� 
ʴ˼Ǹʗ+ FE�X XkEFGC ��TxFGCÿ-

�* *ƌƏ*�=S�d�òɄȀĝ%ŋʬ�>=�&@̕

��6 v�FGCŔɪɨ*S�c���)"	$Ƿˁ�=

�&�Ǧ3�	� 

}�U*ˎˉ 

ʴ˼Ǹʗ+ òɄȀĝ*µȺʗ*Ƿˉ Ǽ�(}�U*žä

)Ƈ��COZXǿ¡�þ+ʃƉǚ*COZXˆĆɨ }�

U*COZXßƃ)"	$Ƿˁ�=�&�Ǧ3�	�3� 

ʵǉ*òɄȀĝ8̳Ō*̓%ċ�ˎˉƍĮ@Ðǥ�(	�&

�Ǧ3�	�ˎˉþ+COZXˆĆ*¶&�$+ kX��

d i�dFGCM� ȸ°ˎˉþ+ *òɄȀĝ%+ȸƖ
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%�(	ˎˉ¾Ĉɨ��=� 

[ncFGC½Ņ 

ʴ˼Ǹʗ+ ŉǧɇ(C_pb�c*ŋǑp�ZX&ş̒p

�ZX@ɘɦ� �*ƍĮ@Ðǥ�=�&�Ǧ3�	� 
ʴ˼Ǹʗ+ Js��aD�PVXax T�dk�aDþ

+J�p�[�X*[ncFGC*C_pb�cƛȔÿ-ɬ

ȶǐȔ)"	$Ƿˁ�=�&�Ǧ3�	�3� ʴ˼Ǹʗ

+ [ncFGC*C_pb�c8 ņÎ%(	j�W~�

*Js��aD�PVXax�%í³�=òɄȀĝ[ncF

GCɨ ɬȶŔ˜Ķ&(!�ą	Js��aD�PVXax

ȷİ/*ŔÔǐȔˀȽ@ɦǵ�=�&�Ǧ3�	� 
ʴ˼Ǹʗ+ Ǐ�)Ʌʷ�>�TEj�ZM|�aD*ʝŸ

Ɗ)Ŕ�$ZM|C%�=�6) òɄȀĝ*C_pb�c

ƛȔ)"	$Ƿˁ�=�&�Ǧ3�	�¶�, C_pb�

c)��=}�U�Í*ʶĎ òɄȀĝ):=ʠíC_pb

�c*ʶĎ C_pb�c�òɄȀĝ*ņÎƊ&Ɗʛ)ƌŽ

̪@ÿ2�(	�&@Ƿˉ�=ǐȔɨ)̔�=Ƿˁ�ď3>

=� 
ʴ˼Ǹʗ+ C_pb�c@ŋǑ�=�6)Ɔʶ(ưʁ)"

	$Ƿˁ�=&Ð) S�d*ʑČɨ*ǐȔ@Ⱥ	$ưʁþ

+C_pb�c*ɐȅƊ@½ˉ�=ǐȔ)"	$Ƿˁ�=�

&�Ǧ3�	� 

ȮȶɇCOZX 

ʴ˼Ǹʗ+ ǨˆĆʗ):=òɄȀĝ/*COZX@̕Ȅ�

=ƛȔ)"	$Ƿˁ�=�&�Ǧ3�	�¶�, u�c@

Ȯȶɇ)�_O�= u�c/*COZX@Ȯȶɇ)ß̘�

=þ+Ɔʶ(ˎˉ(�)ȮȶQ�o�@Ⱥ	�COZX@ɜ

Ȅ�=ɨ*ƛȔ@Ƿˁ�=�&�Ǧ3�	� 

¾̰Ɗÿ-ĆȺƊ 
ʴ˼Ǹʗ+ òɄȀĝ*ĬǩƊʛ@ʂƩ�=�6 TEj�

ZM|�aDǁƼ@ǷÕ ̕ƃ ŔƇÿ-Ƅǖ�=˅ˀȯƊ

)"	$Ƿˁ�=�&�Ǧ3�	� 
+

ʰ 56+ òɄȀĝ*˅ˀ)��=Ƿˁ�̫)Ŕ�=˅ˀûà++

 
ZM|C(̒Ʌ*ûà+ ZM|C(Ȁĝ˅ˀ)&!$Ɔʶ�Ćȁ%�=�ȵĥ*ķ�

*[ncFGC̒Ʌ�EnTEO�zb�þ+̔˽ʸǴ+ �*ûà@+�6
;ɹ4

˳A%	=?�%+(	�òɄȀĝ[ncFGC@̒Ʌ�=ʴ˼Ǹʗ+ ʠɛ*[nc

FGC̒Ʌ)ZM|�aD*ûà@ɹ4˳5�&�̉ʶ%�=�ʴ˼Ǹʗ)+ ʴĖ*

Î�EnTEO�@˺�$�XOÿ-ʇĕɪ@ˊ¹�=�&% ʴĖ*TEj�ZM|

�aD)̔�=Î°ɇ(ŔƇ�Ȑ6;>=� 
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964+ :;2' )̔�=�XOvgWy�cûà+

ZM|�aD&ņÎƊ)̔�=ÂÎ(�XOvgWy�cûà� òɄȀĝ*�EnT

EO�@˺�$ɹ4˳3>$	=�&�Ǧ3�	�òɄȀĝ*ņÎƊ&ĬǩƊʛþ+ʟ

ůȗí)Ž̪@ÿ2� ʥ��+ː!�ˈǎþ+ȒɄ)ʍ�=TEj�ZM|�aD�

XO)"	$7 �XOvgWy�cp�ZX)�	$Ƿˁ�>=�&�Ǧ3�	�ʴ

˼Ǹʗ+ ISO 14971:2019)ʸŉ�>$	=�XOvgWy�cÿ- AAMI TIR57:2016
8 AAMI TIR97:2019 ɨ%ʸŉ�>$	=TEj�ZM|�aD�XOvgWy�c@
µȺ�$ �XOvgWy�cp�ZX*�ȷ&�$¤�*Xa_p@ˬ5�&�Ǧ3

�	� 
 
¥! TEj�ZM|�aD*ʝŸƊ@ȯŉ�= 
¥! ̔˽�=�XO@Ʊŉ� ˊ¹�= 
¥! �XO@ăŏĆʛ(�r�3%S�c����= 
¥! �XOS�c���*ǥìƊ@ˊ¹�Ɋʹ�= 
¥! ̉ʶ(ˡ¦̔»ʗ)Ŕ�=ö˔ɇ(ƍĮ̒ɚ@˺�$ �XO)̔�=ƍĮ@Ƴ·
�= 

ZM|�aD�XOvgWy�cp�ZX@Ģ 1 )ɚ��̸AAMI TIR57:2016 
;ŷ
Ⱥ̹��>+ Î°ɇ(�XOvgWy�c*�̇@ǻƖ�=�XOvgWy�cp�

ZX&�$ŋǑ%�=&Ð) ʝŸƊ ʜŀÿ-�* *ZM|�aD̔˽Ⱥˏ@ŔƇ

��$ ISO 14971:2019*�XOvgWy�cp�ZX)ɹ4˳5�&7%�=�ŔƇ
¡�)"	$+ ISO/TR 24971:2020*̖Šǡ F@ýȪ�=�&� 
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Ģ 56+ ZM|�aD�XOvgWy�cp�ZX*Ģʽ+

<11"!+:!$ 9=3405/
;ˆĆ@Ƃ$ŷȺ>+

 
òɄȀĝ*ʸß)̔�=TEj�ZM|�aD*�XOÖǮ+ TEj�ZM|�aD

*ʝŸƊ*ƌȺĆʛƊ ʝŸƊ�ƌȺ�>�įĊ*Ƌʗøō*̉ĸ�@ʖƓ�$ Ƌʗ

øō*�XOˊ¹)ȕå�=�&�Ǧ3�	��*ÖǮ)�	$+ ʳŇɇŔɪÿ-�

XOʇĕɪ)"	$7Ƿˁ�=�&�Ǧ3�	� 
 
�XOˊ¹)�	$+ ˅ˀ@ʜŀzb��P Ƌʗøō ʇĕɪÿ-Ƿˉˋ̶&˽ɻ

�=�&):< �XO�̄×)vgWy�c�>=ZM|C(˅ˀC�MaO^{@

ɘɦ�=�&�̉ʶ%�=��*ˊ¹%+ ZM|�aD�XOˊ¹ ʜŀzb��P

ÿ-ʝŸƊXSC��P8�* *ƛȔɨ Ǽ�(`��ÿ-Cp��^�ÝȺ%�=� 
 

Î°ɇ(ȉȿZM|�aD�XO

*ăŏĆʛƊˊ¹ 

ZM|�aD�XOÖǮ 

!
¥! òɄȀĝ*ƏĢ�=µȺ

ÿ-òɄȀĝ*ZM|�

aD)̔�=ȯˤ*ǘɘ

ñ�

¥! ʜŀ ʝŸƊ ˣȹ ƌ

Ž̪*ȯŉ�

¥! ˌŻ�=ʜŀ&ʝŸƊ*

ɹ4Ċ?�)̔�=�X

O*Ʊŉ�

�

ZM|�aD�XOˊ¹ 

ZM|�aD�XOS�c��� 

�

¥! ZM|�aD�XOS�c��

�ƛȊ*̆Ƣ�

¥! ZM|�aD�XOS�c��

�ƛȊ*ŋǑ�

¥! ȉȿ�XO*ˊ¹�

¥! �XO�rgnD_c*ÖǮ�

¥! �XOS�c���ƛȊ):!

$ȸ�=�XO�

¥! �XOS�c���*Ň��

�

ZM|�aD�XO 
vgWy�cĮĐǡ 

ʴ˼ÿ-ʴ˼ƀ*ƍĮ 

Z
M
|
�
a
D
�
X
O
v
g
W
y
�
c

 

Z
M
|
�
a
D
�
X
O
C
Z
X
y
�
c
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¥! ZM|�aD�XOCZXy�c̺ʴ˼Ǹʗ+ ʴĖ*Î�EnTEO�@˺�

$ TEj�ZM|�aD�XO ʜŀÿ-ŔƇ)"	$Ƿˁ�=�&�Ǧ3�

	�ȯŉ�>�iU�d)Ŕ�=ʇĕɪ*įĊ TEj�ZM|�aD*ʶȐ�

̫+ Ćʛ(̘< ȯŉ*òɄȀĝ*TEj�ZM|�aD*ʜŀÿ-ʝŸƊ&

ɍ�ýȪ�=�&�Ǧ3�	� 
 

¥! ʜŀzb��P̺ʜŀzb��P+ òɄȀĝ8VXax)��=Ȧĥɇ(ʜŀ

):=�XO@ȯŉ Ùƫ ʇĕ�=p�ZX%�=�ȯ) ʜŀzb��P)

+ VXaxS�u�g�cɨ*Tp�E^G��)̔˽�=�XO8 ˅ˀ 

ʴ˼ Ƀ̙ȷİɨ/*ş̒ ½Ņ)̔˽�=�XOɨ*Ƿˁ�ď3>=�ˍɷ(

VXax˅ˀĢ*³Ɩ+ TEj�ZM|�aD*˅ˀʶɵ@òɄȀĝ)ɹ4˳

5ƛȔ@ȶʽ�=�6)ǥɈ%�=&Ð) ʜŀzb��P)&!$7ǥȺ%�

=�ʴ˼Ǹʗ+ ʜŀzb�@³Ɩ�=̝ OWASP *LE]�X)Ĭ#	$ 
TEj�ZM|�aD)̔�=Ĭǩɇ( 4"*ˤę)Ŕ�=Ğɩ)"	$Ƿˁ�
=�&�Ǧ3�	� 
 

1) ±@ǻɮ�:
&�$	=*
̻ 
2) '*:
(ę̱�Ʌȸ�Ƃ=
̸'*:
(ǁƼ@ă�=ĆʛƊ��=

̹̻ 

3) �*ę̱)Ŕ�$'*:
)ŔÔ�=
̻ 
4) ôÖ(Ŕɪ@ʬ!�
̻ 

 
¥! Ɔʶ)Ƈ�$ Cp�Q�V~�C�MaO^{ ̀Ⱥb�\n��þ+:<Ů

ɭġ(VXax�r�*ʜŀzb��P*S�aMXc)�	$ �>;*ˤę

@ʬ
�&�òɄȀĝ)Ʌȸ�Ƃ=ę̱@ʜŀzb��P)�	$Ûǎ�=įĊ 

ʴ˼Ǹʗ+ [ncFGCÿ-i�dFGC)Ŕ�=ǄƏ%(	ː˅ŉþ+E�

\�g_c)ưʁ�=:
˅ˀ�>$	(	òɄȀĝ@E�\�g_c)ưʁ�

=ɨ*ƌƏ*�=ː˅ŉ@ʖƓ�=�&�Ǧ3�	� 
 

¥! ʝŸƊXSC��P̺ʝŸƊXSC��P+ TEj�ZM|�aDʝŸƊ*

ƌȺĆʛƊÿ-̉ĸ�@ǘɘñ�$ˊ¹�=ǐȔ%�=�˅ˀ̒Ʌ)�	$ȯŉ

�>=ǔɔ*�ʢɇʝŸƊǟ̸̦Common Vulnerabilities and Exposures̺CVE̹
)"	$+ Ð˺ʝŸƊXSC��PVXax̸Common Vulnerability Scoring 
System̺CVSS̹þ+�ƀŮ�ƯȺ�>=ĆʛƊ�̷	ʝŸƊXSC��PVX
axɨ*�ˠƊ*�=ʝŸƊXSC��P*ǐȔ@Ⱥ	$ÖǮ�ˊ¹�=�&�

Ǧ3�	�TEj�ZM|�aD�XO ʝŸƊXSC��Pÿ-S�c���

ƛȊ+ǏʴĖ*ʜŀzb��Pÿ-ZM|�aD�XOCZXy�c �-)Ǆ

̞z�dŽ̪ʽǮ̸Failure Mode and Effects Analysis̺FMEA̹ɨ TEj�ZM
|�aD)ȯñ�$	(	 *�XOˊ¹`��)Ŕ�$ƍĮ@Ƴ·�=�6)

µȺ�>=ĆʛƊ��=� 
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ǔł* ISO 14971:2019 �XOvgWy�cp�ZX)ZM|�aD�XOvgWy�
cp�ZX@ɹ4˳5įĊ ʜŀzb��P8ʝŸƊXSC��Pɨ*ZM|�aDŔ

Ƈ@ʖƓ�=�&�Ǧ3�	� 

967+ ZM|�aDˋ̶++

ʴ˼Ǹʗ+ ˅ˀ̒Ʌp�ZX*Ƿˉÿ-j�b�V~�*Ȋ̜)�	$Ǽ�(ɡ̲*

ZM|�aDˋ̶@ƯȺ�=�&):< ̉ĸ(ǔɔ*ʝŸƊ�S�d)ď3>$	(

	�&@ˉǘ�=&Ð) ZM|�aDS�c����ìǯɇ)ŋǑ�>$	=�&@

ˉǘ�=�&�Ǧ3�	�Żˌˋ̶%+ òɄȀĝ�µȺ�>=ȱȓ �-)òɄȀĝ

��* *Ȁĝþ+g_c��O)ưʁ�>=ȷİ@ʖƓ�=�&�Ǧ3�	�[nc

FGC*�Ǽ̄ĊƊ@ɘ½� ɂŧ@ǣŚñ�=�6) [ncFGC*Ƿˉƞʭ@̄

Ⱥ�=�&�ƱĻ�>=�òɄȀĝ� ƌȺ�>Ƃ=ǔɔ*ʝŸƊ)Ŕ�$Ƿˉț4%

�=�&@ǘɘñ�=�&7̉ʶ%�=��>@ʬ
�6) [ncFGCˋ̶8ǁƼ

Vw|��V~�ɨ ZM|�aDˊ¹p�ZXþ+ăÍɘˎ@Ŕ˜&(=òɄȀĝ)

̄Ⱥ�=�&�Ǧ3�	�ZM|�aDˋ̶&+ ZM|C(̒Ʌn��x��O@ǻ

Ɩ�=S�u�g�c*�"%�=�ˋ̶)̔�=Ƿˁ�̫*ˍɷ+ 5.1 ̫)ɚ�ʸ
Ǵÿ-ƍĮȠ@ýȪ�=&ʤ	�ʴ˼Ǹʗ�ʖƓ�0��­�r�*ʖƓ�̫@¤�)

¶ɚ�=� 
 

¥! ̒Ʌǚ)�	$7 ǔɔ*ʝŸƊþ+[ncFGC*Ÿȧ)"	$ [ncFGC

S�u�g�c&zW|��*\�R_cǷɶ@ŋǑ�=�ŉǧɇ(ZM|�aD

ˋ̶&�$+ ̧ɇS�dʽǮ íɇʽǮ ĭȭƊˋ̶ ʝŸƊXM{� [nc

FGCS�uWV~�ʽǮɨ�ƫ�;>=� 
 

¥! ºÍaXcɨ*ƞʭɇ(ZM|�aDÖǮ@ŋǑ�=�ƞʭɇ(ZM|�aDÖǮ

&�$+ nBYaXcɨ@Ⱥ	�Ǩɔ*ʝŸƊ*ȯŉþ+̟�nBE� ˅ŉ 

b�\Xc��x ʥ��+i�dFGC*�WX\*˒4Õ�ɨ):=¢ǢH�

c�uE�c*^G_Oɨ�ƫ�;>=� 
 

¥! ʝŸƊˊ¹@ʬ
�ʝŸƊˊ¹&�$+ j�C�cʽǮɨ ʠɛ* ʴĖ)Ŕ�

=ʝŸƊ*Ž̪ÖǮ ŔơƛȊ*ȯŉ ʝŸƊ*¿ȅþ+ʇĕɨ�ƫ�;>=� 

968+ :;2' TEj�ZM|�aDvgWy�cˀȽ+

TEj�ZM|�aD*ʜŀ�ʀʁɇ)˾ñ�$	=� ʴ˼Ǹʗ+ ʴĖ�EnTE

O�*Î°@˺��TEj�ZM|�aDvgWy�cˀȽ*�ȷ&�$ ʝŸƊÿ-

ƌȺ@ɣǹɇ)Ɋʹ ȯŉ ŔƇ�=�&�Ǧ3�	�ʴĖ̒Ʌ*Ť˟âȊ̜%ˀȽ@

³Ɩ�=�&�Ǧ3�	�3� ȶƎɇ)+ ʴ˼Ǹʗ*ɹʎÎ°%�*ˀȽ@ʂƩ�

=�&�Ǧ3�	��*ˀȽ%+¤�)ɚ��̫ɋ@Ă<Ɯ
� 
 
¥! TPLC @˺��Ɋʹ̺Ǐ�)Ʌʷ�>�TEj�ZM|�aD*ʝŸƊ@ɣǹɇ)
Ɋʹ�ȯŉ�=&Ð) �*ʜŀ@ˊ¹�$̄×)ŔƇ�=�6*ˀȽ 
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¥! ʝŸƊ*̒ɚ̺ʝŸƊɅʷʗ
;*ƍĮ@̡ɳ���% ʇĕÿ-¿ȅɪ@̒Ʌ� 

ʝŸƊ*łĥÿ-ʇĕþ+¿ȅǐȔ@ˡ¦̔»ʗ)̒ɚ�=�6*ȅŶ(p�ZX 
 

¥! C_pb�cÿ-ʝŸƊ*¿ȅ̺òɄȀĝ*ņÎƊÿ-Ɗʛ@ʀʁɇ)ʂƩ�=�

6* ŉǧɇ( ʥ��+ȯŉ�>�ʝŸƊ)Ŕ�=[ncFGC*C_pb�c

þ+¿ȅ³Ǹ*ŋǑ 
 

¥! Ƅǖ̺ʴ˼Ǹʗ }�U*	�>
þ+�ʗ� TEj�ZM|�aD*E�Vb

�cƀ) òɄȀĝ@˺ŧ*̀ȺȱƑ)Ƙ��6*ƄǖˀȽ 
 

¥! ƍĮÐǥ̺ZM|�aD*ʜŀÿ-ʝŸƊ)̔�=ǠǏ��ƍĮ@Ðǥ�= ISAO
þ+ƍĮÐǥÖǮZ�\�̸Information Sharing and Analysis Centers̺ISAC̹/*ý
ç 

969+ �r��Pÿ-̳Ōč�ZM|�aDǋǡ+

96965+ �r��P+

�r��P+ ̔˽�=TEj�ZM|�aD�XO@ʖƓ�$ˌŻ�=ZM|�aD

ƍĮ@H�d}�U)©̂�=7*%�=��r��P)+ ¤�)ɚ��̫ɋ@ď6

=�&�Ǧ3�	� 
 

¥! C�^v�FGC[ncFGC g_c��Oưʁ˅ŉ nBECFI��*µȺ

ɨ ƏĢ�=µȺȷİ)̄��ƱĻ�>=TEj�ZM|�aDS�c���)̔

˽�=òɄȀĝ*µȺǐȔÿ-ʴĖ�Ǽ 
 

¥! ȅŧ(Ȁʛ@ĞƄ�=�6* j_OC_p�-)ƄÉ*Ȁʛÿ-ƛ̬*ˑǘ 
 

¥! b�\@˸ă¾�=g_c��Ou�cÿ-�* *E�\nG�X*�Xc �

-)u�cȀʛ ɑ¾�Ʌ¾u�c*ˑǘ�¬� ǨµȺu�c+ȩìñ�=�&

�Ǧ3�	�&)ȿƏ�=� 
 

¥! H�d}�Uč�*ˍɷ(VXaxǻƖĢ 

96964+ ̳Ōč�ZM|�aDǋǡ+

ĂƜˑǘǡ)ç�$ ʴ˼Ǹʗ�Ƴ·�=òɄȀĝ*E�Xc��ÿ-˅ŉ)»=ƞʭ

ǋǡ �-)̀Ⱥȷİ*�6*ƞʭɇʶȐ�̫+ }�U�òɄȀĝ@ņÎ%ZM|C

)µȺ�=�%ȯ)̉ʶ%�=�̳Ōč�ZM|�aDǋǡ)"	$+ ¤�)ɚ��

̫ɋ@ď6=�&�Ǧ3�	� 
 

¥! ƏĢ��&�<*òɄȀĝ*í³@ɘ½�=�6* ƿƷE�n�*ʶȐ�̫)̔

�=}�U/*Ñ°ɇ(LE]�X 
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¥! ZM|C(˅ŉ@Ⱥ	�Ȁĝ*źñ�=	+źñĆʛƊ)̔�=ˑǘ�ZM|C(

˅ŉ&+v�FGCŔɪ nBECFI��/nBECFI��ʸà t�Ec�X
c ZM|�aDEr�ck�y�\ �N�Pk�y�\ ȮȶɇZM|�aD

ǷÕɨ*H�duE�c½˛@ď5� 
 

¥! Ɔʶ)Ƈ�$ ZM|C(g_c��Oưʁ*ş̒ÿ-T�lX@Ćʛ)�=�6

*ƞʭɇƪɚ �-)TEj�ZM|�aDʝŸƊþ+E�Vb�c�Ƿɔ�>�

̝*ŔƇǐȔ)̔�=}�U/*ƪɚ 
 

¥! ZM|�aD�˜�ǷÕ�>�įĊ) òɄȀĝþ+ƿƷVXax�}�U)ɂŧ

@˺ɔ�=ǐȔ)̔�=ˑǘ�ZM|�aD�˜*ɡ̲&�$+ ˅ŉĵǠ g_

c��Oɂŧ �PE�ˋʬ Ǩɔ*H�aDaD)Ŕ�=ʶȐ˸¾ɨ*ɂŧc�

nD_O�ƫ�;>=� 
 

¥! ˎˉ�>�ȯǿ}�U� òɄȀĝ*˅ŉ@½ł� ĞƄ�=�6*ǐȔ*ˑǘ 
 

¥! ˆĆ�>�}�U� ʴ˼Ǹʗ
;C_pb�c@]F���d�$E�Xc��

�=�6*°ɲɇ(ƛ̬*ˑǘ�Ɔʶ)Ƈ�$ ZM|�aD˅ŉþ+µȺȷİ@

ĵǠ�=�&%ȸ�=ZM|�aD�XO&�*Ž̪)"	$7ˑǘ�=� 
 

¥! òɄȀĝ*TEj�ZM|�aDTu�cɸ�)̔�=ƍĮ̸6.6 ̫��LV�òɄ
Ȁĝ�ýȪ̹ 

 
¥! òɄȀĝ)ŋʱ�>=ĘȺ J�p�[�Xÿ-Ť˟*[ncFGĊĖ*TEj

�ZM|�aD)̔�=ƍĮÿ-Tu�c@Js��\)Ƴ·�=�6*[ncF

GĊĖʰ̸Software Bill of Materials̺SBOM̹�Čâ ³ƖÉ j�W~� l�
dɁĈ):!$ĉ[ncFGĊĖ�ȯŉ�>=�6 SBOM @µȺ�=�&% 
Ɔʶ&�>=˹ǘƊ�ɘ½�>=�SBOM + Ƌʗÿ-q�XQCp�jE]@ď
5òɄȀĝ*Js��\� �*ˣȹÿ-̔˽�=�XO@ìǯɇ)ɬȶ� òɄ

Ȁĝÿ-ưʁ�>=VXax)Ŕ�$ȯŉ�>�ʝŸƊ*ȦĥɇŽ̪@ȶʽ� ò

ɄȀĝ*ņÎƊÿ-ĬǩƊʛ@ʂƩ�=�6*ŔƇ@Ćʛ)�=�òɄȀĝ*Js

��\+ SBOM @µȺ�=�&):< ʝŸƊ�ȦA%	=ĆʛƊ��=[nc
FGC*ȯŉ ʶ¥*ǠǏÿ-̄×(ZM|�aD�XOvgWy�c*ŋǑ@ò

ɄȀĝʴ˼Ǹʗ&öå�$¼˾�=�&�%�=�SBOM @µȺ�=�&):< 
Cp�Q�V~�%µȺ�>$	=S�u�g�c@Ćʹñ�$̳Ō)Ƴɚ%�=

&Ð) ȦĥɇZM|�aD�XO@ȯŉ%�=�6 ˥Íȑŉ)Ɔʶ(ƍĮ@Ƴ

·�=�&�Ćʛ&(=�ʴ˼Ǹʗ+ SBOM *ş̒%µȺ�>=żŶ ǻǋ v
�OC_p)̔�=ǸȾ*rXcp�OaDX@ȗȺ�=�&�Ǧ3�	�SBOM
):!$òɄȀĝ)̔�=ȀőƍĮ�Ï̒�>=�6 ¾̰%�=Sw|fQ�V

~�^{g�@˺�$ SBOM @̈ť�=�&�Ļê�>=�Js��\/* SBOM
̈ťǐȔ*¾̰Ɗ+ʴ˼Ǹʗ�ȑŉ�=� 
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96/+ ʸßŻŜ/*ȼ˖)̔�=ǋǡ+

ʴ˼Ǹʗ+ �̫)Ǻˑ��ŔƇ)ç�$ TEj�ZM|�aD)̔�=ʠɛ*ȗí

@ǘɘ)ǋǡñ� ʶɳ�=�&�Ǧ3�	�ʸßŻŜ+ òɄȀĝ*O�XÖ̲)Ƈ

�$ TEj�ZM|�aDŔƇ)̔�=ǋǡ@Ť˟âþ+Ť˟ƀ*Ȋ̜%ʶȐ�=Ć

ʛƊ��=�ʸßŻŜ�Ť˟âƝˎ*�6)TEj�ZM|�aDǋǡ@ʶȐ�=įĊ 

ʴ˼Ǹʗ+ TEj�ZM|�aD)̔˽�$ òɄȀĝ*˅ˀȀʛ �XOvgWy

�cȗí Ƿˉˋ̶ �r��Pÿ-ʴĖ*Î�EnTEO�)ȝ!$Ǐ�)Ʌȸ�=

ʜŀ@Ɋʹ� ŔƇ�=�6*ˀȽ*ǳƦ@ǘɘ)˃˰��ǋǡ@ƳÕ�=�&�Ǧ3

�	��>;*ˍɷ)"	$+ �̫%ˑǘ�=� 

96/65+ ˅ˀǋǡ+

Î$*E�\nG�Xþ+˺¾ɺ˪þ+S�u�g�c̸i�dFGCÿ-[ncFG

C̹ Ƌʗøō)̔�=TEj�ZM|�aD*�XO@ʇĕ�=�6) COZXS

�c��� ǜĈñ ZM|C(C_pb�c �PȀʛ ȮȶɇZM|�aDɨ)̔

�=Ŕɪ@̆Ƣ��ǳƦÿ-Ʊŉ@�ƅ&�$ 5.1 ̫%Ǻˑ��Î$*˅ˀȀʛ@˃
˰��ǋǡ%�=� 

96/64+ �XOvgWy�cǋǡ+

TEj�ZM|�aD*ʜŀÿ-ʝŸƊ ̔˽�=�XO*Ʊŉ �XO@ʇĕ�=�

6)ʬ
�XOS�c��� �-)�XOS�c����̄×)Ƿˉ�>��&@ɚ

�ǳƦ@ǘɘ)ˑǘ�=ǋǡ%�=�ʴ˼Ǹʗ+ �* *ņÎƊ)́Ų(Ž̪@��

=�&(� òɄȀĝ*TEj�ZM|�aD@ǣĸñ�=�XOS�c���)"	

$Ƿˁ�=�&�Ǧ3�	�ȯ) ʸßŻŜ)ƳÕ�=TEj�ZM|�aD)̔˽�

=�XOvgWy�cǋǡ%+ ǘɘ(ˑǘ@ƅƮ�=&Ð) �XOvgWy�cʸ

Ǵ̸AAMI TIR57:2016 AAMI TIR97:2019ɨ̹@LE]�X&�$ÝȺ�=�&�Ǧ3
�	��*Ɩǯǋǡ@Î°ɇ(�XOvgWy�c*Íå&�$ÝȺ%�=:
) 

ISO 14971:2019%ʸŉ�>$	=Î°ɇ(ʶ¥)Ɓ!$Ɩǯǋǡ@³Ɩ�=�&�Ǧ3
�	�TEj�ZM|�aD)̔�=�XOvgWy�cǋǡ)+ ¤�*:
(ǋǡ

��=� 
 

¥! �XOvgWy�cĮĐǡ8ZM|�aD�XOvgWy�cĮĐǡɨ*ðƨɇ(

�XOvgWy�cǋǡ��>;*ǋǡ)+ ʜŀzb��Pÿ-ȯŉ�>�TE

j�ZM|�aD*ʜŀ)"	$˃˰�=�&�Ǧ3�	� 
 

¥! �* *�XOvgWy�c)��=ZM|�aD�XOʇĕɪ*Ž̪)̔�=ʖ

Œ 

96/67+ ZM|�aDˋ̶*ǋǡ+

òɄȀĝ*ZM|�aDÿ-Î$*ZM|�aDS�c���*ǥìƊ@Ƿˉ�=�6

)ŋǑ��Î$*ˋ̶@ʶɳ��ˋ̶ĮĐǡ%�=� 5.3 ̫)˃˰��[ncFGCS
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�u�g�cþ+ToVXax&ǔɔ*ʝŸƊb�\r�X&*ɍ�ýȪɨ ȯŉ*ˋ

̶)»=ˍɷ*1
 ˋ̶ĮĐǡ)+ ¤�*�̫@˃˰�=�&�Ǧ3�	� 
 

¥! ˋ̶ǐȔ ɻǯÿ-ɻ˗*ˑǘ 
 

¥! ZM|�aD�XO ZM|�aDS�c��� �-)ZM|�aDS�c��

�*Ƿˉˋ̶*c��Tl�aDvc�OX 
 

¥! µȺ��ʸǴÿ-Ò̇ SOP/ǋǡ*ýȪ 

96/68+ :;2' TEj�ZM|�aDvgWy�cˀȽ)̔�=ǋǡ+

òɄȀĝ*Î�EnTEO�@˺�$ņÎƊÿ-Ɗʛ@ʀʁɇ)½ˉ�=�6*Ť˟ƀ

p�ZX)»=½ŅˀȽ*ʶɳ%�=�5.4 ̫)˃˰��&�< �*p�ZX&�$
+ TPLC Ɋʹ ˀȽɇþ+¿ȅ*�6*C_pb�c ö˔ɇ(ʝŸƊ*̒ɚu�V
�ÿ-ƍĮÐǥ�ƫ�;>=� 

96/69+ �r��Pÿ-̳Ōč�ZM|�aDǋǡ+

5.5 ̫)�	$Ǻˑ��òɄȀĝ*ƏĢ�=µȺȷİ�%}�U��XO@ìǯɇ)ɬ
ȶ�=�6*̔˽ƍĮ@ď5 TEj�ZM|�aD)̔�=Î$*ƍĮ@ā˰��}

�Uǋǡ%�=�   
 

/60+òɄȀĝTEj�ZM|�aD*Ť˟ƀʖƓ�̫+

ʝŸƊ+ǚ̓ɺ́)ª!$ĵñ�=�6 Ť˟â*˅ˀȊ̜%ŋǑ��ZM|�aDŔ

Ƈ+ �XO�ăŏĆʛ(ȱƑ@̄×)ʂƩ%�(	ĆʛƊ��=��*�6 Ǽ�(

ˡ¦̔»ʗ��>�>*žä@ǯ��Ť˟ƀ*Cp��^�Ɔʶ)(=�Ť˟ƀCp�

�^+ ƏĢ�=µȺȷİ)��=òɄȀĝ*̀Ⱥ ƍĮÐǥ ö˔ɇ(ʝŸƊ*̒ɚ 

ʝŸƊ*¿ȅ E�Vb�c/*ŔƇÿ-�LV�òɄȀĝɨ@ď5Ǽ�(ʶɵ)ÿA

%	=�ʴĖ*�EnTEO�*Ť˟ƀp�ZX)̔��=Î$*ˡ¦̔»ʗ/č��

ƱĻ�̫&�$ �>;*ʶɵ)"	$�̫%Ǻˑ�=� 

/65+ ƏĢ�=µȺȷİ)��=Ȁĝ*̀Ⱥ+

/6565+ q�XQCp�jE]ÿ-Ƌʗ+

?6+q�XQCp�jE]�ƯȺ�0�TEj�ZM|�aD*rXcp�OaD
X+

òɄȀĝ*TEj�ZM|�aD+Ðċˡ¦%�< q�XQCp�jE]@ď5Î$

*ˡ¦̔»ʗ*ýȽ�Ɔʶ%�=�q�XQCp�jE]+ ʠ˭* IT E�n�)ư
ʁ�>=òɄȀĝ*ņÎƊ Ɗʛÿ-TEj�ZM|�aD)ŔƇ�=�6) �XO
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vgWy�cp�ZX*ƯȺ)"	$Ƿˁ�=�&�Ǧ3�	��*p�ZX+ ¤�

*Xa�W%̄Ⱥ�=�&�Ǧ3�	� 
 

¥! ITE�n�*Úǧ̒Ʌǚ  
¥! ǔł ITg_c��O/*ǏʸòɄȀĝ*ɾĊǚ 
¥! C_pb�cþ+ǀʤ):=Js��aD�PVXax IT g_c��Oþ+
òɄȀĝʠ°*[ncFGCÿ-nB�xFGC*ĵǠǚ 

 
q�XQCp�jE]��>;*�XOvgWy�cp�ZX@ŋʬ�=�% IEC 
80001-1ÿ- ISO 31000 �-) ISO 27799@�ƅ&�� ISO 27000V��Yɨ*̔˽ʸ
Ǵ�ýʖ&(=��òɄȹǸ*TEj�ZM|�aDƛȔ̺ʜŀ*ɬȶ&Ƌʗ*½˛�

7 ýʖǋǡ&�$ÝȺ%�=� 
 

q�XQCp�jE]+ �XOvgWy�cVXax*ƯȺ)ç� Î°ɇ(ZM|

�aD°ß@ʂƩ�=�6) ¤�)ɚ���ʢɇ(TEj�ZM|�aD*rXcp

�OaDX@řÍ�=�&�Ǧ3�	�¬� ¤�+ŇÎ(�Xc@ƏĒ�=7*%+

(� ��3%7¶ɚ%�=� 
 

¥! òɄȀĝþ+g_c��OCOZXuE�c/*�ȅCOZX@̕��6*È>�

ȮȶɇZM|�aD 
 

¥! g_c��O*ĉʶɵ ½łƍĮ T�lXÿ-Cp�Q�V~�/*ɘŋ(CO

ZXßƃƛȊ(¶:žär�X) 
 

 
¥! ȵĥ*Î$*ˣȹ@ȯŉ� Řǭɇ(ǻƖ*ĵǠ@˷˩�=�6* ǻƖɬȶǐȔ

*ƯȺ 
 

¥! ʴ˼Ǹʗ�ƱĻ�=˅ŉÿ-½˛Ŕɪ*̄Ⱥ 
 

¥! òɄȀĝ*˺¾@ß̘�=g_c��OCOZXS�c��� 
 

¥! ɘŋ�"˿Ȣ(�ZM|�aDC_pb�c@̄Ⱥ�=�6*vgWy�c 
 

¥! ǁƼ@�̕�=�6*v�FGCŔɪ 
 

¥! ȩ�ȱƑ%̐ǚ̓ǂʐ�>$	=òɄȀĝ)Ŕ�=�ȅCOZX@̕��6*Z_

V~�\ExCFc 
 
�>;*rXcp�OaDX+ òɄȀĝ*ʟůµȺȱȓ@ʖƓ�$ŋǑ�=�&�Ǧ

3�	�¶�, ǅƉǚɨ%+ �>;*rXcp�OaDX*Ŭ"
*ŋǑ�̤�	

ĆʛƊ��=��˃*ƛȔ*ķ�+ NIST *TEj�ZM|�aDn��x��O)
˃˰�>$	=� 
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@6+Î$*}�U)Ŕ�=c��f�P&Ǉʚ++

q�XQCp�jE]+ Ǒ˅Ò)��=TEj�ZM|�aD*E�Vb�c*Ʌȸ

@̕Ȅ�=�6 ðƨɇ)ŔƇ�=�&�Ǧ3�	��*�6 òŦ ɏ˛Ŧ ʟůţ

Ńƞĳ ʟůǷǲƞŦɨ Î$*}�U*ZM|�aD)Ŕ�=Ə˙@̷6 TEj�

ʮȸɬȶ@ʓƒ¡�=�6*Ĭǩɇ(TEj�ZM|�aDc��f�P@Ƴ·�=�

&�ƱĻ�>=��*:
(c��f�P&�$+ ZM|C(g_c��O*4/*

ưʁɨ òɄȀĝ*ZM|C(ƽ³ǐȔ*c��f�P �-)��]x(V{_c]

F�/Ó˦í ZM|�aD[ncFGC*ȩìñɨ òɄȀĝ*ɂŧí³@ȯŉ�$
˺ɔ�=ǐȔɨ�ƫ�;>=�P�S�X˽ʁɊʹzf\� u�\o�˱Țu�pɨ

*ĥńòɄȀĝɨ Ƌʗʠ˭�ƽ³�=�&@ƏĢ�$	=òɄȀĝ)"	$+ �*

:
(c��f�P@Ƌʗ)7ʬ
�&�Ǧ3�	� 

/6564+ òɄȀĝʴ˼Ǹʗ+

ʴ˼Ǹʗ+ ʴĖ�r��Pÿ-̳Ōč�ZM|�aDǋǡ)ƍĮ@˃˰�=1
 Ć

ʛ(įĊ)+ q�XQCp�jE]8ʠɛʴĖ*˟ĴǸʗÿ-șˢʗ&öå�$ Ý

Ⱥʗ��*ʴĖ@ǣ̄(ȱƑ%µȺ%�=:
)é6=�&�Ǧ3�	� 

/64+ ƍĮÐǥ++

ƍĮÐǥ+ �Ⱦɺț*ʵǉÖ̊)ȝ=TEj�ZM|�aD*ʜŀÿ-ʝŸƊ@ɬȶ

�=�6*̉ʶ(`��%�=�q�XQC¤Ķ*Ö̊%+ ƍĮ&ʜŀ*Ðǥ)̔�

=ʸǴ8rXcp�OaDX�³Ɩ ŋǑ�>$	=�òɄȀĝ̔»ʗ+ òɄȀĝH

SVXax*ZM|�aD@Ĥ̝ɇ)źñ�=�6  Ö̊%ŋʋ*�=`��@̄Ⱥ

�=�&�Ǧ3�	� 
 
�[�X/*COZXǐȔ8µȺ�>=ƛȔ+ˡ¦̔»ʗ̓%ɂ(=&Ð) ˡ¦̔»

ʗ*ƖȫŲ�r�7�Ǽ%+(	�6 ǥì(ƍĮÐǥ)7Ǽ�(ǐȔ�łĥ�=� 
òɄȀĝ*ɡ̲ ưʁ�=E�n� ɹʎ*ʸǾÿ-ƖȫŲ ʜŀ*�r�ɨ Ŭ"


*ʶğ)»=TEj�ZM|�aD*rXcp�OaDX+ ɿ��˾ñ�$	=� 
�=ȯŉ*Cp��^@ÈË�=�&+̄×%+(	�6 ǩ̫%+ ƍĮÐǥ)̔�

=ûà@Ƴɚ�=�(� ¤�)ɚ��̫+¶ɚ%�< ʶȐ�̫@ʸŉ�=7*%+

(	� 

/6465+ ̉ʶûà+

¥! òɄȀĝ*ZM|�aD)̔�=ƍĮ+ ŻˌòɄȀĝ*ņÎ(µȺ@ɘ½�=

�6) }�U Ƌʗ  ɛ*ʴ˼Ǹʗ ˟ĴǸʗ q�XQCp�jE] Z

M|�aDɖɤʗ �ʢ�ɨ �*ƍĮ@Ɔʶ&�=Î$*̔»ʗ&Ðǥ�=�

&�Ǧ3�	� 
¥! Ðǥ�>=ƍĮ+ ĉˡ¦̔»ʗ)&!$ǥƏʒ�"ÝȺĆʛ%�< ŔƇĆʛ

(7*%�=�&�Ǧ3�	�¶�, :<ZM|C(^_pZ_c)̔�=ƍ
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Į+ ʴ˼Ǹʗ)&!$̉ʶ&ʖ�;>=� òɄȀĝ*H�d}�U)+Ɔ�

�7ȯȊ*ÝɈ&(<Ƃ(	� 
¥! Ðǥ�>=ƍĮ+ Ƌʗ*ņÎƊč�)ʍ�=�6 ĘǸɇÝɈ&+̔»(�Ɔ

ʶ)Ƈ�$ʠȻ�"ɘŋ)Ðǥ�>=�&�Ǧ3�	� 
¥! Ǽ�(ĦĪ*ˡ¦̔»ʗ�̄×)ŔƇ%�=:
) Ĥ̝ɇ)�ˠƊ*�=ƍĮ

@Ɔʶ)Ƈ�$ĉĦĪ̓%Ćʛ(̘<ċǚ)Ðǥ�=�&�Ǧ3�	� 

/6464+ ̉ʶ(ˡ¦̔»ʗ+

ȵĥ òɄȀĝÖ̊*P��j�ñ�˾A%	=� òɄȀĝ*ʴ˼˟Ĵ)"	$+ 

ĉĤȋ)ʸß�>$	=�ʵǉ*Ťį)òɄȀĝ@·ɽ�=ʴ˼Ǹʗ+ ƍĮÐǥ)"

	$ĤÒþ+ĦĪÒ*ƱĻ�̫*4%+�ôÖ(ĆʛƊ��=�6 òɄȀĝ*ZM|

�aD)̔�=P��j�(ƍĮÐǥƗɀ@˅�=Ɔʶ��=�ˡ¦̔»ʗ+ʵǉ*g

_c��O@µȺ�=̝ ÝȺ�=g_c��O�Ĥ̝ɇ(g_c��O%�=ĆʛƊ

��=�&@ˎ˙�=Ɔʶ��=� 

?6+ʸßŻŜ+

 
● òɄȀĝ*ZM|�aD)̔�=ƍĮ*̉ʶ(ă¾ʗ%�< �*ƍĮ*đɔ)
"	$7̔��=�&�ķ	� 

● òɄȀĝ*TEj�ZM|�aD)̔�=ƍĮ@˿Ȣ(�̒ɚ�=p�ZX*ǻ
ɮ@ɋƪ��&�Ǧ3�	��*:
(p�ZX)+ TEj�ZM|�aDŔ

Ƈ)̔�=Ĥ̝˔ĕ@Ģ=�6)ʸßŻŜ̓%ɍ�)ƍĮ@Ðǥ�=�&ɨ�ď

3>=� 

@6+òɄȀĝʴ˼Ǹʗ+

● ƍĮȠ@ę?� ʝŸƊ)̔�=ƍĮ@ȯŉ ˊ¹ Ðǥ�=�&�Ǧ3�	�
ʴ˼Ǹʗ+ ʸßŻŜ�ȱȓ@ƟƵ� ̄×)ʸß�=�%žɦ"ƍĮ@Ðǥ�

=�&�Ǧ3�	� 
● ʴ˼Ǹʗ+ įƚ@ę?��Ⱦ�)ċ�ƍĮ@Ƴ·�=&Ð) Ćʛ%�>,ċ
�*ŔƇ@ɘ½�=�6 Ž̪@ă�=ʴĖ�˟Ĵ�>=ĦĪ*ĉʸßŻŜ):

=˺ɔ��ǌɅÕ�>=:
é6=�&�Ǧ3�	� 
● òɄȀĝ*TEj�ZM|�aD*ʝŸƊÿ-ʜŀ)̔�=ŔƇĆʛ(ƍĮ@Ƴ
·�=�6 Ŕ˜}�U*˒ʽ�r�)Ċ?�$ũǙ(ʾʨ@µȺ�=�&�Ǧ

3�	��>)+C_pb�c*̄Ⱥþ+C_pb�c̄Ⱥ3%*ʳŇɇŔɪ)

̔˽�=ʟůɇ(rgnD_c��XO)»=ƍĮ�ď3>Ƃ=� 

A6+q�XQCp�jE]+

● ̄×)ʬí�=þ+ʬí@¼˾�=ˡ¦@ǥ�=�&�ķ	��*�6 q�X
QCp�jE]+ ƱĻ�̫@ŋǑ� ƋʗņÎ@ɘ½�=�6)Ɔʶ(�;9

=ƍĮ)COZX�=�&�Ǧ3�	� 
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● q�XQCp�jE]+ òɄȵį%òɄȀĝ@µȺ�$	=�6 òɄȀĝ*
TEj�ZM|�aD)̔�=ƍĮ*�ʶ(ȸƖʗ%7�=�3� q�XQC

p�jE]+ Ž̪@ă��òɄȀĝ)̔�=nD�dj_O8 ȵŋ�Ⱦ*ȷ

İ%ŋǑ�=¿ȅɪ8ʇĕɪ*̤ǙŲ8ìǯ)̔�=nD�dj_O@Ƴ·%�

=� 

B6+}�U̸òŦ Ƌʗ �˛ʗ șˢʗɨ̹+

● C_pb�cþ+�* *¿ȅ*̄ȺʶĎ)»=ǣɸ̆Ƣ@ʬ
Ȁ¨�ķ	� 
}�U�̄×(Ûǎ@���6)+ ǘɘ%ƏĒ*�=ƍĮ�Ɔ̭%�=�  

C6+ʬǃÿ-ƍĮÐǥȀ̔@ď5�* *ˡ¦̔»ʗ+

● Ȕ*īʬȀ̔ ZM|�aDȀ̔ÿ-�* *ʬǃȀ̔+ òɄE�n�ÿ-�
* *̉ʶ(E�n�@½˛�=�6 Ɔʶ)Ƈ�$òɄȀĝ*TEj�ZM|

�aD*ʜŀ&ʝŸƊ)̔�=ƍĮ@ǃűȀ̔*ĉ̇ʑ̓%Ðǥ�=Ɔʶ��=�  
● ƍĮ@ā̡þ+Ðǥ�=ɹʎ8 ZM|�aD)̔�=èʾʥ��+Ŗ̑ɔ˙@
Ƴ·�=ɹʎ7 ZM|�aDƍĮ*̉ʶ(ƍĮȠÿ-Tu�c�[�X&(=

ĆʛƊ��=��>;*ɹʎ&�$+  ISAO ISAC ɨ*ƍĮÐǥg_c��
O S�m|�\ʃƉŔɪ^�x̸Computer Emergency Response Teams:CERT̹
ɨ*ĚɅȀ̔ɨ*ǃűȀ̔8Ȍ̓Ȁ̔�łĥ�=��>;*ˡ¦̔»ʗ+ ĦĪ

ÿ-Ťį):!$ɍ̃�Ƃ=� 
 

/6467+ ƍĮ*ɡ̲+

TEj�ZM|�aD*ʝŸƊ+ [ncFGCÿ-i�dFGC ʠɛʴþ+T�d

k�aDʴ*ʵǉ*ʴĖS�u�g�c)Ŕ�$ʜŀ@ŷ�˦��ĆʛƊ��=�Ƌʗ

øō@̕��6)Ðǥ�0�ƍĮ&�$+ ¤�)¶ɚ���̫ɨ�ƫ�;>=� 

● ʝŸƊ*Ž̪@ă�=ʴĖÿ-�*Ž̪*Òŏ  

● �* *ʴĖ)µȺ�>$	=S�u�g�c*ʝŸƊƍĮ 

● òɄȀĝ*ZM|�aD)Ž̪�Ƃ= ITȀĝ*ƍĮ 

● ǁƼþ+Ȧĥɇ(ǁƼ)̔�=ƍĮÿ-ƌȺS�d*ÝȺĆʛƊ)̔�=ƍĮ 

● E�Vb�c*ɘˎ 

● k_^ÿ-�* *ʇĕɪ̸ʳŇɇŔɪɨ̹*ÝȺĆʛƊ 

● ǝŉƲʐ&�$*òɄȀĝ*µȺ&ɾĊ)̔�=˷çƪɚ 
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Ðǥ�=ƍĮ)+ ʜŀ*ʇĕɪÿ-ǐȔ7ď6=�&�Ǧ3�	�¶�, òɄȀĝ

)Ž̪�=ʝŸƊ@ʇĕ�=�6* IT Ȁĝ*ǻƖ ǔɔ*ƌȺ)ŔƇ�=ǐȔɨ@ď
6=�&�Ǧ3�	� 

/6468+ ¾̰%�=Sw|fQ�V~�+

ƍĮÐǥ*ɋɇ+ZM|�aDÿ-ƋʗņÎ*č�%�=�ƍĮÐǥ*g_c��O+ 

Ðǥ�>�ƍĮ�ĘǸɇ(È­Ɗ@Ƃ=�6)µȺ�>(	�&@ȶʽ�$ Ɔʶ)Ƈ

�$ǡ̩):=ĊƏ@7!$˅ŉ�=�&�Ǧ3�	�ƍĮÐǥ@¼˾�=ǐȔ*�"

&�$ Ðǥ�>=ƍĮ*óČñ�ƫ�;>=� 

/67+ ö˔ɇ(ʝŸƊ*̒ɚ+̸ 'D# ̹+

Ǩɔ*ʝŸƊɨ@ʖƓ�$ZM|C(ȱƑ&�=�&+̤�	�6 ˹ǘƊ+ TEj

�ZM|�aD*E�Vb�c/*ȡÄÿ-ŔƇ)�	$�Ćȁ(ǻƖʶɵ&(=�˹

ǘƊ@źñ�=�"*ƛȔ&�$ CVD �ƫ�;>=�CVD + TEj�ZM|�a
D*ʝŸƊƍĮ@Íƛ ˊ¹� ʇĕɪÿ-ʳŇɇŔɪ@̒Ʌ���% ̳Ō ċǸ 

ɛ ʸßŻŜ TEj�ZM|�aDƍĮÐǥɹʎÿ-�ʢ�@ď5Ǽ�(ˡ¦̔»ʗ

)Ŕ�$ ŻˌƍĮ@̒ɚ�=�6* ȅŶ(p�ZX@ɘɦ�=�   
 
CVD *u�V�ÿ-ƛ̬*ƯȺ+ Ž̪@ă�=ƞʭ*H�d}�U� òɄȀĝÿ
-q�X IT E�n�@:<̄×)½˛�=�6*ŔƇ@ƍĮ)Ĭ#	$ȑŉ�=�&
@Ćʛ)�= ɣǹɇ(Cp��^%�=� 
 
CVD /*Ă<ɹ4+ ZM|�aDę̱/*Ə˙č�)»=ˡ¦�=ʬíǐ̌%�< 
�* *ǸȾ&ċǼ ʀʁɇ(Ėˤǀěÿ-�XOvgWy�c)̔�=ʴ˼Ǹʗ*Ɩ

ȫŲ*ÛǎĬȡ)(=&ʖ�=�&�Ǧ3�	�  
 
âč�( CVD + §Ǹ*ɣǹɇ�"ˡ¦�=ŔƇ@Ȟ=ƪǽ&(=� ʴ˼Ǹʗ�Ż
ˌrXcp�OaDX@ƯȺ��ɻǯ gLaDoM{�s���ş̒�>=�ū(�

¶�Ŭ"
ĮĐ�>$	=�rXcp�OaDX&�$+ CVD @¶Ķ(�ʸɭ&�
$ŋǑ�=�&�Ǧ3�	�3� òɄȀĝ*ˡ¦̔»ʗ+ CVD *řÍ@�;)¼
˾��=�6 CVD*u�V�)"	$ʴ˼Ǹʗ)Ȫ¨�=�&@ƱĻ�=� 

/6765+ òɄȀĝʴ˼Ǹʗ+

òɄȀĝ*HSVXax�Ɩȫ�=�&):< ˹ǘƊ*�=ȗí*Ýȧ�ôÖ)ˎ˙

�>=&ʖ�;>=��*ɡ*ƍĮ̒ɚ+ ċǼ*ʝŸƊ):!$Ž̪@ă�=ĆʛƊ

��=ʵǉ*Ť˟ʴĖ):=Ȧĥɇ(øō
; �ʢ*��@�â)½˛�=ȧ%ǹ6

$̉ʶ%�=�ʴ˼Ǹʗ)��=˹ǘƊ*�=ŔƇ+ ǏʸʴĖ*ZM|�aD˅ˀ*

ǀě)̔�=Ɍưɇ(rgnD_c@Ƃ=�&7%�=�q�XQCp�jE]ÿ-Ƌ

ʗ+ ʴ˼Ǹʗ CERT 8S�m|�\ZM|�aD)»=E�Vb�c)ŔÔ�=�
6*ɹʎ̸Computer Security Incident Response Team̺CSIRT̹ɨ*S�m|�\ŔƇ^
�xþ+ʸßŻŜ
;* CVD �ʝŸƊ)̔�=ǿŀ�=ƍĮȠ%�=�&@ȶʽ�=
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�&�Ǧ3�	�CVD *�ȷ&�$ ʸßŻŜ�ƍĮƳ·�=ǐȔ&\Ew�P+ 
ĦĪ):!$ɂ(=ĆʛƊ��=���� ʴ˼Ǹʗ+ ę̱@ˊ¹��ƀ ŮĮþ+

˺ɔɨ@µȺ�$ �*ƍĮ@̳Ō)˿Ȣ(�©̂�=�&�Ǧ3�	�ʴ˼Ǹʗ+ 

˿Ȣ*(	ƍĮ�ƴ)̔�=ĉĦĪȯǥ*Ȕʸß�łĥ�=�&)ȿƏ�=�&�Ǧ3

�	� 
 
[ncFGC�ƹ˰�>�òɄȀĝ@ŇÎ)ʝŸƊ*(	ȱƑ&�=�&+�Ćʛ%�

=�6 CVD /*Ă<ɹ4@Ǖŧɇ(ŋ˫*�̇&�=�&�Ǧ3�	�TEj�Z
M|�aD)Ŕ�=ʴ˼Ǹʗ*ˊ¹ƪǽ+ ʝŸƊ*̒ɚǉ%+(� �*ŔƇ)»=

�ˠƊÿ-̄ǚƊ%�=�CVD + Ƌʗ*ÂŴÿ-ņÎ@ǀě�=�è%�< òɄ
Ȁĝ*TEj�ZM|�aD)Ŕ�=ʴ˼Ǹʗ*ɣǹɇ(Cp��^*�̇&�$ŋǑ

�>=�&�Ǧ3�	�ɣǹɇ( CVD )̔˽�$ ʴ˼Ǹʗ+¤�*�̫@ŋǑ�=
�&�Ǧ3�	� 

● TEj�ZM|�aD*ʝŸƊÿ-�XO@ȯŉÿ-ǷÕ�=�6*TEj�ZM
|�aD*ƍĮȠ@Ɋʹ�=� 

● ö˔ɇ(ʝŸƊ̒ɚ*u�V�ÿ-p�OaDX@ƯȺ�≠ISO/IEC 29147:2014:
ƍĮƞʭ – ZM|�aDƛȔ – ʝŸƊ*̒ɚ̹��>)+ʝŸƊĮĐ*ă̮ɘˎ@
ʝŸƊɅʷʗ)Ŕ�$ƪŉ�>�ǧ̓Ò)˺ɔ�=�&�ď3>=� 

● ʝŸƊ*ǷÕÿ-Ôȶ*�6*p�ZX@ɘɦ�©̂�≠ISO/IEC 30111:2013:ƍ
Įƞʭ � ZM|�aDƛȔ � ʝŸƊ*Ôȶp�ZX̹��*p�ZX+ ZM|�
aDɖɤʗ q�XQCp�jE]ɨ ʝŸƊĮĐ*ɅȸȠ)ƥ?;� ǘɘƊ�

"�ˠƊÿ-ÓȵƊ�Ȑ6;>=� 

● CVSS ɨ*ɘɦ��ZM|�aD*ǐȔ˗ÿ-ʟůɇ(�XOCZXy�cƛȔ
̸ISO 14971:2019ɨ̹)Ɓ!$ ĮĐ�>�ʝŸƊ@ˊ¹�=� 

● Ćʛ%�>, ʇĕɪ@³Ɩ�=�ǀě��Ćʛ(įĊ+ ş̒Ĺǆǚ*ĮĐǐȔ
ÿ-ĵǠ*ÚǧñǐȔ&Ð) ̄×(ʝŸƊ*ʇĕɪþ+ʳŇɇŔɪ@˘�=� 

● ʸßŻŜ
;*ʶȐ)Ƈ�$ ʝŸƊ*̒ɚ�ŉ)̔�=ƍĮÐǥ)"	$ʸßŻ
Ŝ&˽ƺ�=� 

● ˡ¦̔»ʗ)Ŕ� ̄Ⱥɭġ Ž̪ ʴ˼Ǹʗ*ȵǚȧ*ȶʽ)Ĭ#��XOCZ
Xy�c@ď5ʝŸƊ ʝŸƊ*ʇĕɪþ+ʳŇɇŔɪ)̔�=ƍĮ@Ƴ·�=�

ȱȓ�ĵñ��įĊ ˡ¦̔»ʗ)7ǣǏƍĮ@Ƴ·�=�&�Ǧ3�	� 

ʴ˼Ǹʗ+ ̳Ō)Ŕ�=˺ɔ)ç�$ ʠɛʴĖ*ʝŸƊ@Î�Ⱦ)č�$ö˔ɇ)

̒ɚ�=�&�Ļê�>=�CERT ɨ*ɹʎ+ CVD p�ZXÎ°@˺�$ ʝŸƊ
*Ʌʷʗÿ-ʴ˼Ǹʗ&Ðċ%³Ǹ@ʬ
Ȁ¨�ķ	�ȯ) CERT + ĉĦĪ*ɹʎ
��>�>*ʾˏ)ʔˇ��ïĐ*ɅÕ@˺�$�Ⱦɇ)̒ɚ�=žä@ǯ��$	=�
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CVD)̔�=ˍɷ)"	$+ ö˔ɇ(ʝŸƊ*̒ɚ)̔�= CERT®LEd̸CERT® 
Guide to Coordinated Vulnerability Disclosure̹@ýȪ�=&ʤ	� 

/6764+ ʸßŻŜ++

ʸßŻŜ+ ʴ˼Ǹʗÿ-ʝŸƊ*Ʌʷʗ&˽ƺ�$ ʝŸƊ*ˊ¹ Ž̪ÖǮ ʇĕ

ɪ*³Ɩ&ŋǑ@ƿƷ�=&Ð) ǣɸɇ)ƌȺ*�XO@ʇĕ�=�6)Ïʫ/*˿

Ȣ*(	ƍĮÐǥ@¼˾�=�CVD +rXcp�OaDX*�̇%�=�6 �*ƍ
ĮÐǥ)+ Ɔʶ)Ƈ�$P��j�Sw|fQ�V~�7ď3>=� 

/6767+ ʝŸƊ*Ʌʷʗ̸ZM|�aDɖɤʗÿ-�* @ď5̹+

ʝŸƊ�Ʌʷ�>�įĊ ̔˽�=ʴ˼Ǹʗþ+̄×(ʬǃȀ̔ɨ ˔Ǌ@ƣ
ɧ�ʗ

Ȁ̔)ɌưĮĐ�=�&�Ǧ3�	��*ƀ ʴ˼Ǹʗ+ʝŸƊɅʷʗ&˽ƺ�$ ʝ

ŸƊ*˔ǲÿ-Ɔʶ(ŔƇ@ʬ!�ƀ ʝŸƊ*�ʢ̒ɚ)"	$ɍ�)˔Ǌ�=�ɰ

ĤĘîɎ̥ȍ˺¾ƍĮŜ̸National Telecommunications and Information Administration̺
NTIA̹*�ʝŸƊ̒ɚ)̔�=ȯƊ&ŔƇ̺NTIA Awareness and Adoption Group
̸NTIA ˎ˙�řÍP��p̹):=˔ǲĮĐǡ̸2016 Ū 12 Ǥ̹�)�	$ ̒ɚ*
˔Ǌ)"	$+ ʴ˼Ǹʗ�ʝŸƊɅʷʗ*ĮĐ)Ŕ�$˻8
)ŔƇ� �"ǨŔƇ

*ŻˌʝŸƊ@ÝȺ��ǁƼ*ˉƦ�(	įĊ Ʌʷʗ+¿ȅþ+�* *ʇĕɪ�³

Ɩ�>=3%̨̒ɚ&�=�&&(!$	=�Ʌʷʗ�¿ȅ¤â)ʝŸƊ@̒ɚ��į

Ċ Ʌʷʗ&ʴ˼Ǹʗ+ q�XQCp�jE]8Ƌʗɨ ʠɛʴĖ@ņÎ�"ZM|

C)̀Ⱥ�=ɦį)�=}�U)č�$ ĆʛƊ*�=Î$*ʇĕɪ)"	$ˑǘ�=�+

/68+ ʝŸƊ*¿ȅ+

ʝŸƊ*¿ȅ)̔˽�=ŔƇ+ Ƌʗøō*�XO@®Ȝ�=�6)̉ʶ%�=�¿ȅ

)+ Ƌʗ/*˺ɔ@ď5Ůɭ(ŔƇ@ďA%7ʤ	��*�6 Ŭ"
*ˡ¦̔»ʗ

P��p� �*p�ZX)�	$ǹ6$̉ʶ(žä@ǯ��$	=��>;*žä)

"	$+¤�)ˍ˶�=� 

/6865+ òɄȀĝʴ˼Ǹʗ+

?6+�XOvgWy�c+

òɄȀĝ*TEj�ZM|�aD*ʝŸƊ)̔�=ɧ�*ŔƇ+ �XOCZXy�c

%�=�ISO 14971:2019 �ʸŉ�=�XOvgWy�c+ òɄȀĝÖ̊)�	$ɘ
ɦ�Ɩȫ��ƛȔ%�=�ʴ˼Ǹʗÿ-ʸßŻŜɨ+ �XOvgWy�c*ƛȔ@̄

Ⱥ�$ʝŸƊ):=TEj�ZM|�aD*�XO@ˊ¹� �XOvgWy�c)̔

˽¡�$TEj�ZM|�aD�XOvgWy�cp�ZX@ɘɦ�=�&):!$ 

ʝŸƊ�Ƌʗ*ņÎƊ)ÿ2�Ž̪@Ûǎ�=�&�Ǧ3�	�ƋʗņÎ*ʼȧ
;+ 

ôÖ(ǳƦ@ǥ�=ʝŸƊ¿ȅƗɀ@̒Ʌ�=�&�Ċȶɇ%�=�ʸßŻŜ&ʴ˼Ǹ

ʗ+ �*Cp��^*ǥìƊ@̷6=�6 ˎ˙���XOÿ-ŔƇ*ȅŻƊ)̔�

=ƍĮ@Ɔʶ)Ƈ�$Ðǥ�=�&�Ǧ3�	�¿ȅ*ÈË̬­&\Ew�P+�XO
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ˊ¹):!$ȑŉ�>=� �XO)Ŕ�=ˎ˙)ĸ�(�̣��=įĊ ̄×(¿ȅ

Ɨɀ)"	$ʴ˼Ǹʗ&ʸßŻŜ�ċƏ�=ĆʛƊ+®�(=� 
 
ʴ˼Ǹʗÿ-ʸßŻŜ+ �XOvgWy�c ĖˤvgWy�cÿ-ʸß)ɱ˺�$

	(	ĆʛƊ��=�* *ˡ¦̔»ʗ�ˎ˙�$	=�XO)"	$7ʖƓ�=Ɔʶ

��=��>)ª	 ʴ˼Ǹʗ+ZM|�aD*ʝŸƊ)ŔƇ�=ǧ̘ÿ-ƛȔ)"	

$ ɂ(=ǧſ�Ő�;>=�&)(=�3� ʝŸ(òɄȀĝ@ôÖ)½˛� Ƌʗ

øō*�XO@ˆŏĆʛ(�r�3%®Ȝ�=ʳŇɇŔɪɨ*�XO®ȜyKfYx@

ȶʽ�(	ˡ¦̔»ʗ7łĥ�=�Ƌʗ/�XO@ÿ2�Ƃ=�ȅɘ(ƍĮ�łĥ�=

įĊ òɄƞʭ*¾̰Ɗ�ĸ��Ƹ(?>=ĆʛƊ��=� 
 
Î$*ˡ¦̔»ʗ+ òɄȀĝ)̔�=�* *�XO&ċǼ) TEj�ZM|�a

D*ʝŸƊ�Ƌʗÿ-}�U)Ŕ�=�XO&ċɨ)ɬȶ�>=�&@ˎ˙�=Ɔʶ�

�=� 
 

@6+T�dk�aDʴS�u�g�c++

T�dk�aDʴS�u�g�c+ [ncFGCþ+i�dFGC)ƥ?;� òɄ

Ȁĝ*Tp�E^G��*̉ʶ(ǻƖʶɵ*�"%�=��>;*S�u�g�c+ 

ʠ;�XO@Ʌȸ�=ĆʛƊ��=�Żˌ�XO+ ʴ˼Ǹʗ��XOvgWy�c 

ĖˤvgWy�cÿ-˅ˀ*̆Ƣ):!$ɬȶ�=�ʴ˼Ǹʗ+ ʠɛ*[ncFGC

ÿ-i�dFGC*S�u�g�c�TEj�ZM|�aD)��=Ž̪@ɬȶ�=�

&�Ǧ3�	�ċǼ)ʴ˼Ǹʗ+ T�dk�aDʴS�u�g�c)Ȼǭ�=Ť˟ƀ

*ę̱�òɄȀĝ*ZM|�aD)Ž̪�Ƃ=�XO7ɬȶ�=Ɔʶ��=�}�U+ 

Js��aD�PVXax8p�Z_Tɨ*S�u�g�c)��=ZM|�aD*ʝ

ŸƊ�òɄȀĝ)ÿ2�Ž̪)"	$ ʴ˼Ǹʗ�ȶʽ�$	=�&@ǧſ�=�  
 
ʴ˼Ǹʗ+ T�dk�aDʴS�u�g�c*ʝŸƊ)̔�=ŔƇ&�$ ʠɛʴS

�u�g�c*įĊ&ċǼ ʀʁɇ(�XOvgWy�cÿ-̳Ō8}�U&*ʀʁɇ

(ƍĮÐǥ@ʬ
�&�Ǧ3�	�ʴ˼Ǹʗ�T�dk�aDʴĖ*ʝŸƊ@ʽȑ�=

�6*C_pb�c@̄Ⱥ�=\Ew�P@ɬȶ�=�&+̤�	� �*įĊ%7ʴ

˼Ǹʗ+ Ƌʗÿ-}�U)Ŕ�=�XO@®Ȝ�=�6*Ŕɪ@˘�=�&�ǧſ�

>$	=� 

A6+Sw|fQ�V~�++

ǩǋǡ*�* *̫)˃˰��&�< �XO@ɬȶ�=�6*ƍĮ@Ɔʶ&�=�&

ǘɘ�"ɯȥ(Sw|fQ�V~�@Ģ=�&��Ćȁ%�=��*:
(�XO@ɬ

ȶ�=�6)Ɔʶ(ƞʭɇŖ̑ɔ˙*Ȏȡ@ȶʽ�0�%�=�Sw|fQ�V~�*

Òŏ)+ ʝŸƊʽȑXQW|�� ʝŸƊʽȑǐȔ CVSS XSCɨ*ʝŸƊXSC 
ƌȺĆʛƊƪǽ ƌȺǐȔ ǝŉɇ(�XOʇĕƛȔɨ*̉ʶ(ƍĮ@ď6=�&�Ǧ

3�	� 
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B6+¿ȅ³Ǹ++

ˡ¦̔»ʗ�ʬ
0�ŔƇ+ òɄȀĝ*ɡ̲ ĦĪ*ʸß }�Uÿ-Ƌʗ*ņÎƊ

)Ŕ�=�XO ƏĢ�=ɋɇɨ ʵǉ*ʶğ):!$ɂ(=�ǩǋǡ%+ Î$*ò

ɄȀĝ)ǧſ�>=ȯŉ*ŔƇ)̔�=ˍɷ)"	$+ʾÿ�(	� Î$*ʝŸƊ¿

ȅ³Ǹ*Ĭə&�=�&�Ǧ3�	ûà@¤�)ɚ�� 
 

● ĦĪ*ʸßʶȐ)Ŕ�=̄Ċ 

● ņÎƊÿ-ĬǩƊʛ)Ŕ�=ʶ¥*̅Ņ 

● Ƌʗÿ-}�U)Ŕ�=�XO@®Ȝ�=�6*ˡ¦̔»ʗ&*ƍĮÐǥ    

● ĊƏ��¿ȅɪ@̂Ɩ�=�6*ˡ¦̔»ʗ̓*öå 

● �XO)Ŕ�=˿Ȣ*(	¿ȅ 

òɄȀĝ)ƹ˰�>$	=Ĭǩɇþ+ģǥ*½˛ƛȊ�ôÖ%(� �"C_pb�c

@̄Ⱥ%�(	įĊ �XO@ʇĕ�=¢ǢƛȊ@ʳŇɇŔɪ&�$̄Ⱥ�=�&�Ǧ

3�	�¶�, òɄȀĝ&òɄ IT g_c��O&*̓)nBECFI��@E�X
c���=þ+òɄȀĝ@òɄ IT g_c��O
;Ă<Ķ�Ŕɪɨ�ƫ�;>=��
>;*ʳŇɇŔɪ+ �ʢɇ)+ʴ˼Ǹʗ
;Ƴ·�>=ƍĮ)Ĭ#	$ q�XQC

p�jE]�ŋǑ�=� 
 
ʸßŻŜ+ ĦĪ*Ȕ£*�%̀Ĝ�>$�< Ťį)łĥ�=òɄȀĝ)¿ȅɪ@̄

Ⱥ�=̝ ȯŉ*ʶȐ�̫@˓�ĆʛƊ��=�ʴ˼Ǹʗ+ ʝŸƊ¿ȅɪ@ˀȽ�=

̝ ʸßŻŜ*Ûǎ@ʖƓ�=Ɔʶ��=�ʴ˼Ǹʗ+¿ȅ³Ǹ@ˀȽɇ)Ʊ˾�=�

6 Ǘ	Ȋ̜%ʸßŻŜ)ƍĮ@Ƴ·�=�&�Ǧ3�	��>):< ǝŉɇ(¿ȅ

*ƿƷ8 ˡ¦̔»ʗ&˽ƺ�$}�U ybDC Ïʫɨ)��=ɬȶ@ƿƷ�"" 

ǚ̓ɇ)ôÖ(²ʲ@Ʃ!$ʸß)̔�=p�ZX8Ɔʶ&�>=ŔƇ@̒Ŀ%�=� 
 
ZM|�aD*ʝŸƊ)̔�=ƍĮ+ �Ⱦɺț*�%Ɖ˻)Ƨǈ�=�6 ʝŸƊ*

ƌȺ7�Ⱦ�)ɒǚ)Þ̂�=ĆʛƊ��=��>+ ʝŸƊ@¿ȅ�=P��j��

"ö˔ɇ(Ɨɀ�Ɔʶ%�=�&@ƏĒ�$	=��=ʝŸƊ�ȯŉ*ʸßĦĪ*4%

̒ɚ�¿ȅ�> �* *ʸßĦĪ%+ȩŔƇ&(!$	=įĊ �*ʝŸƊ+ ƌƏ

*�=ʗ)ǥÝ(Ǭ¥@��=�&&(< Ƌʗ8Ůɭġ)ȝ=òɄÖ̊�ǁƼ)Ǜ�

>=�&)(=� 
 
ʵǉŤį)ʴĖ@·ɽ�=ʴ˼Ǹʗ+ \Ew�P*�>@ǣŚ̘&�=�6) ƍĮ

ÿ-¿ȅ*Ïʰ@˔Ǌ�=�&�ǧſ�>=�ʴ˼Ǹʗ+ ˔Ǌɭġ@Ƨĸ� Ž̪@

ă�=ʴĖ�˟Ĵ�>=ĦĪ*ĉʸßŻŜ&ɣǹɇ)˽ƺ�=�&�Ǧ3�	� 
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Î$*ˡ¦̔»ʗ+ C_pb�c*ùǚ̄Ⱥ��Ćʛþ+Ǧ3��(	įĊ��< 

ƋʗņÎ@ɘ½�=�%ǝŉƲʐ�̉ʶ&(<Ƃ=�&@ˎ˙�=Ɔʶ��=�ʴ˼Ǹ

ʗþ+ʸßŻŜ�Ɍưɬȶ�=�&(� ˡ¦̔»ʗʠ˭��>;*Ŕɪ@ŋǑ�(�

>,(;(	įĊ+ȯ)̉ʶ%�=�¶�, Ŕɪ*Òŏ):!$+ Ƀ̙* IT ̇̑
¤ĶŋǑ%�(	įĊ��=�ȅ�	¿ȅƗɀ*ŋʬƊ+ ìǯɇ(ƍĮÐǥ&}�U

8ybDCɨ*ˡ¦̔»ʗ*ɬȶ)¸ł�$	=�(� ȶƎɇ(¿ȅ%�!$7 Ɔ

��7ŋǑ%�(	įĊ��=�&)ȿƏ�=Ɔʶ��=��*įĊ+ ̄×(�XO

ʇĕɪÿ-ʳŇɇŔɪ@̄Ⱥ�=�&�Ǧ3�	� 

/6864+ q�XQCp�jE]ÿ-Ƌʗ+

?6+C_pb�c+

Ƌʗ+Ŗ̑*òɄȀ̔ÿ-ĥńòɄȷİ)�	$òɄ@ă�=� C_pb�c̄Ⱥ)

"	$+ µȺȷİȋ)ʖƓ�0�ȯǥ*�̫��=�2 ¶�, ĥńòɄȷİ)�	
$+ Ƌʗ �˛ʗ ¾̰%�=̠�þ+ŎǓ*�ė�}�U&(<Ƃ=�ǩ̫%+ 

C_pb�c̄Ⱥ)̔�=�ʢɇ(ƪ̌ÿ-ĉµȺȷİ)ģǥ(ʖƓ�̫)"	$Ǻˑ

�=� 
 
IEC 62304:2006+AMD1:2015 �òɄȀĝ[ncFGC � [ncFGC�EnTEO�p
�ZX�* 6.2.5 ̫%+ ���X��òɄȀĝ[ncFGC*ę̱ ĵǠ*Íƛÿ-
E�Xc��ǐȔ)"	$ ʴ˼Ǹʗ�}�Uÿ-ʸßŻŜ)˺ɔ�=�&@ʶȐ�$

	=�ʴ˼Ǹʗ�ƪŉ� ʸßŻŜ�Ɲˎ��òɄȀĝ*ȯŉ*}�U+ ʴ˼Ǹʗ�

Ƴ·�=C_pb�c@E�Xc��ƛ̬)Ɓ!$̄Ⱥ�=�&�ǧſ�>=��*ȯ

ŉ}�U+ ʴ˼Ǹʗ*ƪ̌)Ɓ!$ Web s�W%Ƴ·�>=T�lXĮĐǡÿ-
�* *ƍĮ)COZX�=�&�Ǧ3�	�  

 
ĽŻ(ǧ̓Ò)C_pb�c�̄Ⱥ%�(	įĊ ʴ˼Ǹʗ+ òɄ IT g_c��O
*ZPy�cÖ�ɨ*ʳŇɇŔɪþ+òɄȀĝ*}�U˅ŉ*ĵǠ@ƱĻ�=ĆʛƊ�

�=�ʸßŻŜ+ ȯŉ*ɡ̲*ʝŸƊ)Ŕ�=Ƌʗøō*�XO@®Ȝ�=�6 ʴ

˼Ǹʗ)Ŕ�$òɄȀĝ ¡ŠĖþ+[ncFGCǠǏT�jɨ*ƿƷVXax)��

=ȯŉ*Ȁʛ*ȩìñ@ƪɚ�=ĆʛƊ��=�	�>*įĊ7 }�U+ʴ˼Ǹʗ*

ƪ̌)Ɓ	 Ɔʶ)Ƈ�$µȺȷİ)̔˽�=�XO@ˊ¹�=�&�Ǧ3�	�3 
 

 
2 IEC 60601-1-11:2015 òȺ̥ȍȀĝ-ɧ 1-11̺̇ĬəņÎÿ-ĬǩƊʛ)̔�=�ʢʶȐ�̫ − ã˺à̺
ĥńòɄȷİ)��=òȺ̥ȍȀĝÿ-òȺ̥ȍVXax)Ŕ�=ʶȐ�̫%+ �ĥńòɄȷİ�@

Ŗ̑*òɄǑ˅@̛� Ƌʗ*ŝ¯Ħþ+Ƌʗ�	=�* *įƚ&ŉʒ�$	=�¶&�$ �ʠí

ˮ jX Ùˮ ʣ ̴ʬȀ*� ˮǶŁÿ-ŞĶ*Ȇʬ��ƫ�;>$	=� 
3 ȯŉ*ȱȓ%+}�U��XO@̄×)ˊ¹%�(	�&�ˎ˙�>$	=� 
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HSCC �³Ɩ���òɄȀĝÿ-q�X IT *ĊċZM|�aDp���%ǋǡñ�>
$	=k_^ǐȔ*¿ȅȬ@ʰ 2)ɚ���4  ʰ 2%+ òɄȀĝʴ˼Ǹʗ�Ɲˎ��
C_pb�c@ŋʱ�=�6)ȯŉ��}�U*�(ˡ¦@ćÙ)ɚ�$	=� 

 
C_pb�cǐ

Ȕ+
ʶɳ+ }�U*ˡ¦+

�z�cC_pb

�c 

ʴ˼Ǹʗ
;Ƴ·�>=ZM|C%ˎŉ�

>��z�cT�lXÿ-Tu�cp�_

cnI�x@��$̄Ⱥ�=C_pb�

c� 

ʴ˼Ǹʗ*ƪɚ)Ɓ!$ 

�z�cưʁ@ɘ½�=� 

}�Uɬȶ 

ʴ˼Ǹʗ�ƪŉ��[�X
;̳Ōʠ˭�

ĂƂ� E�Xc���=Ɲˎț4*C_

pb�c�ʴĖ�=	+S�u�g�c@

Ƴ·�=T�dk�aD
;*Ɍư]F�

��d@ď5� 

ʴ˼Ǹʗ*ƪɚ)Ɓ!$ 

C_pb�c@ĂƂ�$E

�Xc���=� 

T�lX˄ę 

ĦĪ*T�lXǑ˅�ɬȶ�=TEj�Z

M|�aDC_pb�c(J�TEcT�l
X@ď5)�ȕ˃̺ː!�C_pb�c*̄
Ⱥ):!$̉ĸ(øō�Ʌȸ�=ĆʛƊ�

�< ȵĦ%*T�lX�Ɔʶ&(=įĊ

)�*ǐȔ@̄Ⱥ�=�+

C_pb�c̄Ⱥ*�6)

òɄȀĝ@T�lXǑ˅)

ȝ� J�TEcT�lX

˄ę@ă�= C_pb�

c̄Ⱥ*�6)Ŗ̑*òɄ

Ǒ˅)Õč�� 
 

ʰ 46+ C_pb�cǐȔÿ-ŋǑ)��=}�U*ˡ¦+

 
ȕ˃:T�lX˄ę*įĊ }�U+ C_pb�c*E�Xc��)̔�=ˣǴ@ǥ
�=Ŗ̑Ŏ&˽ƺ�=ˡ¦��=� 

@6+òɄǑ˅ȷİ)Ŕ�=ʖƓ�̫+

òɄǑ˅)�	$ Ƌʗ+ ʸß�ǥì%�=Ìˆ*ǥȩ)ƥ?;� òŦ8ɏ˛Ŧɨ

*ˣǴ@ǥ�=òɄŖ̑Ŏ):=òɄ@ă�$	=�Ƌʗ+ òɄȀĝ*ņÎ�"ìǯ

ɇ(µȺ@ɘ½�=�6) ZM|�aD̔»ʗ7ď6�q�XQCp�jE]*ƪɚ

)Ɓ
�&�ǧſ�>=�  
 
IEC 80001-1:2010�òɄȀĝ@ɹ˳A� ITg_c��O/*�XOvgWy�c*̄Ⱥ�
ɧ 1 ̇�žä�ˡ¦�ȗí�* 3.2 ̫+ òɄ IT g_c��O%̀Ⱥ�>$	=òɄ
Ȁĝ*½Ņ@ď6$ �ˡ¦ɹʎ��ŋǑ�0��XOvgWy�c)"	$ʸŉ�$

	=�ˡ¦ɹʎ+ Ƌʗ@ɌưƣŻ�=q�XQCp�jE]&ɂ(=įĊ��=�C

_pb�c̄Ⱥ+ �XOS�c���ƛȊ*�ɡ%�< ¤�)ɚ��&�< Ñ°

ɇ(ƪ̌� 4.4.4.3̫)˃˰�>$	=� 

 
4 òɄȀĝÿ-q�X IT*ĊċZM|�aDp��̸HSCC 2019Ū 1Ǥ̹� ȕ:�z�cC_pb�c
ÿ-}�Uɬȶ)"	$+ ǘɓ�@č��=�6 �Cdt_O(�k_^̄ȺǐȔ@á̛�$	=� 
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�òɄȀĝʠ°)Ŕ�=�XOS�c���ƛȊ+ ĂƜˑǘǡþ+òɄȀĝʴ˼Ǹʗ
*ǋǡ):=ˆĆ)Ɓ!$ òɄȀĝʴ˼Ǹʗþ+ˡ¦ɹʎ�ŋǑ�=�&�Ǧ3�	�
òɄȀĝʴ˼Ǹʗ*ǋǡ):=ċƏ�(	įĊ ˡ¦ɹʎ�òɄȀĝ)ʬ
	
(=ĵ
Ǡ7ƱĻ�>(	��!
 
�>;*ƱĻ�̫+ òɄ IT g_c��O*ìǯɇ%ņÎ(ɬȶ@ɘ½�=�6)³
Ɩ�>���ʢ�)+ òɄ IT g_c��O)ưʁ�>=òɄȀĝ)C_pb�c@
E�Xc���=ˆĆ@��=0�%+(	� 
 
IEC 80001-1)˃˰�>$	=&�< ˡ¦öŉǡ+ òɄ ITg_c��OȀĝ@ɬȶ
�=�% Î$*Ż�ʗ�Ðǥˡ¦@ǥ�=�&@ɘŋ)ȶʽ�=�6*̆Ƣʙ*�"

%�=�ʴ˼Ǹʗ� òɄȀĝ*ȯŉ*Ȁʛ@ȩì)�=:
)ƪɚ�$	=įĊ q

�XQCp�jE]+ ƋʗņÎ*ʂƩ@ɘ½�=�6) ʟů��On��@ˊ¹�

=�&�Ǧ3�	� 

A6+ĥńòɄȷİ)��=ʖƓ�̫+

FDA LE]�X�Ŏų%*µȺ@ɋɇ&��Ȁĝ)̔�=˅ˀ�*Ƿˁ�̫�)˃˰
�>$	=&�< ĥńòɄȷİ%+ ķǼ(Ȧĥɇ}�U)ŔƇ�=Ɔʶ��≠¤

�ýȪ̹� 
 
�ĥńòɄȀĝ*}�U+ Ŗ̑*òɄǑ˅%òɄȀĝ@ƽ³�=òɄŖ̑Ŏ&ɂ(=�!
ĥńòɄȀĝ*}�U+ ˭°ɇ Ɛʺɇÿ-ˎɔɇ(ʛåÿ-̞ō �-)Ɛƍɇ)
ŨŮ	̃	@ǥ�=ĆʛƊ��=�&@ĥńòɄȀĝ*˅ˀ%ʖƓ�=�&�Ǧ3�
	��!
 
ĥńòɄȷİ)��=C_pb�c̄Ⱥ)"	$+ òɄȀĝ*�XO*O�XÖ̲ 

̷˻E�\�g_c˺¾ɨ*�[�XʶȐ�̫ÿ-}�Ul�aD@ď5ķ�*ʶğ@

ʖƓ�=Ɔʶ��=�}�U*ʛå�ĸ��ɂ(=�6 ķ�*ĥńòɄȀĝ%+ ʰ

2 )ɚ���T�lX˄ę�):=C_pb�c̄Ⱥ�Ɔʶ&(=�ĩ6˳4ĨòɄȀ
ĝ)Ŕ�=C_pb�c̄Ⱥ)"	$+ Ƌʗ*q�XQCp�jE]&*Ɍưɇ(˽

ƺ�Ɔʶ)(=įĊ��=� 
 
�̇*ĥńòɄȀĝ ȯ) SaMD )Ö̲�>=ʴĖɨ)�	$+ �z�cC_pb
�cþ+}�Uɬȶ):=k_^̄Ⱥ)ŔƇ�$	=7*��=��z�cC_pb�

c+ }�U&*ǣŚ̘*˽ƺ@7!$ŋǑ%�=� q�XQCp�jE]�ɘɦ�

�p�ZX)Ɓ!$ Ƌʗ&*ĊƏżƖ@Ɔʶ&�=�&�ķ	�	�>*C_pb�

c̄ȺǐȔ)�	$7 Ƌʗ+ q�XQCp�jE]þ+ʴ˼Ǹʗ*ƪɚ)Ɓ
�&

�Ǧ3�	� 
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Ƌʗ�ȘĶǒʬ@ˀȽ�$	=įĊ Ƌʗ+ òɄȀĝ*[ncFGC½ŅJpV~�

@ȶʽ�=�6) q�XQCp�jE]þ+òɄȀĝʴ˼Ǹʗ&ɍ˕�=�&�Ǧ3

�	� 

/6867+ ʸßŻŜ+

Ť˟ƀ*C_pb�c+

ʜŀCO\�+ ƌȺ*aOf_O@ȱȓ)Ċ?�$ɿ��̄Ƈ��$˾ñ��$	=� 
�*ɻǯ&�$ òɄȀĝ*TEj�ZM|�aD*ĞƄå@ƏĒ�=�TEj�ʮȸ

ɬȶ�*č� ʝŸƊ*¿ȅþ+¿ȅ%�(	ʝŸƊ*�XOʇĕ*�6) ̯ʌ([

ncFGC½Ņ³Ǹ�Ɔʶ)(=�&�ķ	��TEj�ZM|�aD*źñ)ȯñ�

��ĵǠ� ǣ̷�r�*ʸßŔ˜&�>�įĊ �*œǲ)��< Ȉ'*ʸßŻŜ

+Ɍ )́˝ʧ@ź	;>=�&)(=&ƱȞ�>=� 
 

ʸßŻŜ+ [ncFGC*ĵǠ)��< TEj�ZM|�aD*ʼȧ
; ���

Xâ*Ɲˎ*ʶĎ@Ûǎ�=�6 ¤�)ɚ��Ĭǩɇ(�"*˗ȧ@Ǌȶ�=�&�

Ǧ3�	� 
 
1) ĵǠ+ ��3%TEj�ZM|�aD@źñ�=�6)ƏĢ�>�7*%�
< [ncFGCþ+òɄȀĝ)�* *Ž̪@��(	�&�ɘˎ�>$	

=
̻ 
 

ʴ˼Ǹʗ+ Ɔʶ(ÖǮ ˋ̶ÿ-j�b�V~�@ʬ
�&):!$ �*ĵǠ�ò

ɄȀĝ*ņÎƊÿ-Ɗʛ)Ž̪@��(	�&@ƣ½�=�6*VXaxˊ¹@ʬ
�

&�Ǧ3�	�ʴ˼Ǹʗ� [ncFGCþ+òɄȀĝ)�* *ÃɅɇþ+ƏĢ�(

	Ž̪�ÿ.�&@ˎ˙��įĊ ʸßŻŜ+ [ncFGC*ĵǠ@ŋǑ�=â) 

Ƴǵ�>�¿ȅ)̔�$œǲ�=�&�̄×%�=&Ûǎ�=ĆʛƊ��=� 
 
2) ĵǠ+ Ƌʗøō)̔�=ăŏ%�(	ȉȿ�XO)̔˽�=ʝŸƊ*�XO
@¿ȅþ+®Ȝ�=�6)ƏĢ�>�7*
̻ 

 
Ť˟ƀ*ʝŸƊ�XOˊ¹+ ƌȺ�Ɩæ�=ĆʛƊÿ-Ƌʗøō*̉ĸ�)Ĭ#	$

ˊ¹�=�&�Ǧ3�	�3� Ť˟ƀ*ʝŸƊ�XOˊ¹@µȺ�$ ȉȿ�XO*

ăŏĆĎ@Ûǎ�=�&�Ǧ3�	��Ƌʗøō�*ŉʒ+  ISO 14971:2019�òɄȀ
ĝ � �XOvgWy�c*òɄȀĝ/*̄Ⱥ�)�	$ŉʒ�>=�øō�*ToZ_
c%�=�5 Ƌʗøō@ȳ�ŉʒ�=�&):< Ïʫʮȸ*½˛)Ɔʶ(ĵǠ)Ŕ�
=ʸßŻŜ*œǲ@ÈË�=ìǯ�Ƃ;>=�  

 

 
5 ISO 14971:2019+ �øō�@��*ă�=˭°ɇÅōʥ��+ÂŴ̞ōþ+˞ȹʥ��+ȷİ*ă�
=ō�&ŉʒ�$�< �Ƌʗøō�+ �*ŉʒ*âõ̇Ö�ˌŻ�=� 
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ĉɡ[ncFGC½Ņ³Ǹ)Ŕ�=ʸßŻŜ*Ɋʹ@Ƿˁ�=�6* ʸßŻŜč�*

ƱĻn��x��O@ʰ 3)ɚ����*ʰ)ɚ�>��r�+ʸɭɇ(7*%+(� 
ʸßŻŜ*Ɋʹ)̔�$ƱĻ�>=ɍŔɇ(�r�*ƪ̌@ɚ��7*%�=� 

 

C_pb�c*ɋɇ+
Ƴǵ�>�

ʸßŻŜ*

ʶȐ�r�+
¶+

ZM|�aDźñ̸TEj�ʮ

ȸɬȶ̹ 
 

® SaMD Cp�Q�V~�*ʴ˼Ǹʗ� ķ
š̕ƃƗɀ*ƿƷ)̔�=ZM|�aD

S�c���@˷ç�=�6*tXcJ

s��aD�PVXax*C_pb�c

@˺ɔ�=�SaMD Cp�Q�V~�+ 
tXcJs��aD�PVXax*E�

\nG�XĵǠ)ª	 �ƴƊ)̔�=

ĵǠ�Ɔʶ%�=�̔˽�= SaMDCp�
Q�V~�*ĵǠ+ ǔɔ*ʝŸƊ&ȩ

̔»%�=� 
ʝŸƊ*¿ȅþ

+¿ȅ%�(	

ʝŸƊ)̔�=

�XO®ȜƗɀ 

Ƌʗøō*ȉ

ȿ�XO̺ă

ŏĆʛ̸ʝŸ

Ɗ A̹ 

� òɄȀĝ*ʴ˼Ǹʗ+ ʪȚLXÖǮʱ

ʐ�v�FGC)ƐǱ� b�\@ǀĵ

�Ƃ=ƕƈ)̔�=O��x@}�U


;ă���ʴ˼Ǹʗ*˔ǲÿ-Ž̪ˊ¹

*ɻǯ v�FGC*łĥ�ɘˎ�>�

� v�FGC+ǜĈñ�>$	(	½

łb�\ÿ-˺¾b�\@ǀĵ�(	�

&�Ûǘ���òɄȀĝ*ņÎƊÿ-Ĭ

ǩƊʛ+v�FGC):!$Ž̪@ă�

(	�&
; ʴ˼Ǹʗ+�XOCZX

y�c@˺�$ ʝŸƊ):=Ƌʗøō

*�XO�ăŏĆʛ%�=&Ûǎ���6 
Ƌʗøō*ȉ

ȿ�XO̺ă

ŏ�ʛ̸ʝŸ

Ɗ B̹ 
 

̷ ʴ˼Ǹʗ+ µȺ�$	(	˺¾u�c

�̒ǂ�>$	=�&@ƪƻ�>��ʴ

˼Ǹʗ+ ʝŸƊɅʷʗ)Ŕ�$ʝŸƊ

�u�c*ă̮ɘˎ@ʬ	 �*ƀ)ʬ

!�ʽǮ)�	$ ˅ˀ� òɄȀĝ*

ņÎƊÿ-ĬǩƊʛ@Ƹ(	Ƃ=ˆĆ�

>(	nB�xFGC�]F���d�

>=�&@̕ƃ%�(	�&@ɘˎ�

��ʝŸƊ)̔˽�=̉ĸ(ǥō�˜þ

+ȇ�¶+ĮĐ�>$	(	� �XO

CZXy�c):!$ Ƌʗøō*�X

O+ăŏ%�(	&ɻ˗¡�;>��7 
 

6 FDALE]�X�òɄȀĝTEj�ZM|�aD*Ť˟ƀɬȶ�̸2016Ū 12Ǥ̹*˃˰¶@�̇ĵǠ
���  
7 ċ�� 
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ʰ 76+ [ncFGCC_pb�cÿ-ʸßŻŜ*Ɋʹ)̔�=ƱĻ�r�+

 
Ƴǵ�>�[ncFGCĵǠ� ʵǉ*ʝŸƊ)Ž̪�=þ+�TEj�ʮȸɬȶ�@

ǀě�ś(�&7�"*ʝŸƊ)Ž̪�=įĊ ʴ˼Ǹʗ+ �*ƀ*ŔƇ@˺ɔ�=

̝ ʰ 3)ɚ��ǣ̷�r�*̫ɋ*̄Ⱥ)"	$Ƿˁ�=�&�Ǧ3�	�¶�, 
�"*[ncFGCĵǠ):<VXaxZM|�aD@źñ� ʝŸƊ A *�XO@
®Ȝ� ʝŸƊ B @¿ȅ�=�&��=��*įĊ ʝŸƊ B )̔˽�=�̷��r
�*ʸßʶȐ�̫�̄Ⱥ�>=� 
 
	
(=�r�)�	$7 ʸßŻŜ+ ʠ;*Ûǎ% ʴ˼Ǹʗ� IEC 62304:2006/ 
AMD 1:2015 )ʸŉ�>$	=[ncFGC½Ņ*�EnTEO�p�ZXÿ-�* 
*ʸßʶȐ�̫)̄Ċ�$	=ɞŃɇǳƦ@ʶȐ�=�&��=� 

/69+ E�Vb�c/*ŔƇ++

/6965+ òɄȀĝʴ˼Ǹʗ+

ʴ˼Ǹʗ+ ʴĖÿ-Ƌʗ@ď5̳Ō)Ž̪@ÿ2�ĆʛƊ��=TEj�ZM|�a

D*E�Vb�c8�* *�˜)ŔƇ�=ȡÄ@ʬ
Ɔʶ��=�ʴ˼Ǹʗ+ ʠɛ

ʴĖ)̔�=�XOɬȶŔɪ@̜šɇ)Ǌȶ��u�cnI�J)Ĭ#	$ ƧŹƊ*

�=E�Vb�cŔƇɬȶu�V�@ɘɦ� E�Vb�cŔƇ^�x@ɹʎ�(�>

,(;(	�E�Vb�cŔƇ^�x+ TEj�ZM|�aD*E�Vb�c)"	

$ˊ¹ ŔƇ�=&Ð) �*ɺ̶)Ĭ#	�̄×(ƍĮ�XOvgWy�cʛå@Ð

ǥ� Ȃ*E�Vb�c�Ʌȸ��̝)˿Ȣ(�̄×)ʬí�=�6)Ɔʶ(˔Ǌ ɬ

ȶ nD�dj_Oÿ-˽ƺ°ß)̔�=ƍĮ@Ƴ·�=� 
 
TEj�ZM|�aD/*ŔƇȡÄ)+ E�Vb�cɬȶu�V�*ɘɦ ˍɷ(E

�Vb�cŔƇˀȽ*ɪŉ E�Vb�cŔƇ^�x*˅ɦ E�Vb�cŔƇ*ŉǧ

ɇ(ˋ̶ÿ-ʉʓ �-)Ƃ;>�Ǉ˂@˺�$ E�Vb�c/*ŔƇʛå@ʀʁɇ

)č��=�&�ď3>=� 
  
ISO/IEC 27035 �ʸŉ�=E�Vb�cvgWy�c)+ �ˀȽÿ-ȡÄ� �Ƿɔ
ÿ-ĮĐ� �ˊ¹ÿ-ȑŉ� �ŔƇ�ÿ-�Ƃ;>�Ǉ˂���­�r�&�$ď

3>$	≠̖Šǡ AýȪ̹�ˍɷ+Ȃ̫@ýȪ�=�&� 

?6+žäÿ-ˡ¦++

E�Vb�cŔƇ^�x+ vg�W{ ˀȽ³ƖP��p ɊʹP��p ŔƇP�

�p ŋǑP��p ÖǮP��pɨ*Ǽ�(P��p)Öä�>=�&��=&Ð) 

Ķ̇Ŗ̑Ŏ�ýȽ�=įĊ7�=�ĉP��p+ �>�>*žäÿ-ˡ¦@ǥ�$�

< XM�ÿ-ɔ˙)Ĭ#	$�ė@̄×)̈ʐ�=�&�Ǧ3�	�žʘ):!$+ 

ʵǉ*P��p*�ė�ƣŻ�=įĊ7�=�ɍ�)̔˽�=P��p)̈Š�>��
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ė+ ċ�þ+̲«*³Ǹ)Ŕ�$ˡ¦@Ʃ"�&�Ǧ3�	��>;*P��p*ž

ä)̔�=ˍɷƍĮ+ ̖Šǡ A)ɚ��� 

@6+Sw|fQ�V~�)Ŕ�=ǧſ+

ʴ˼Ǹʗ+ TEj�ZM|�aD*E�Vb�c8�* *�˜@ĮĐ�=˽ɼËƍ

Į@̳Ō)Ƴ·�=�&�Ǧ3�	�˺ŧ*̳ŌT�lXă¡@˺�$TEj�ZM|

�aD*E�Vb�c8�* *�˜@˺ɔ�$7ʤ	�E�Vb�cŔƇ^�x+ 

E�Vb�c*Ž̪@ă�=Î$*ˡ¦̔»ʗ&ǣǏƍĮ@Ðǥ�=�6*Ǖŧɇ(ȗ

í°ß@ɘɦ� ǣÚ*Ʌʷƀ Ćʛ(̘<ǗƉ)̳Ō/̄×(ƍĮ@Ƴ·�=Ɔʶ�

�=�ʴ˼Ǹʗ+˿Ȣ(�ƍĮÐǥ�=�6*ȯŉ*ɬ˲ʶ¥@ɪŉ�$���&�Ǧ

3�	�E�Vb�cɅȸɌƀ)��=ʴ˼Ǹʗ):=ĮĐǡþ+˺ɔ*ɅʬĆĎ)"

	$+ ̳Ō)Ŕ�˿Ȣ(�ȅɘ(ƍĮÐǥ@ŋǑĆʛ%�=
)¸ł�=� 
 
ʴ˼Ǹʗ+ ƋʗņÎÿ-p�EjV�)Ž̪�=òɄȀĝ*TEj�ZM|�aD*

E�Vb�c@ʸßŻŜ)ĮĐ�(�>,(;(	�˔ǲ*́ɠ%ȰʏʬȨ�ȯŉ�>

�įĊ+ ƚɬ*̄×(ȔīʬȀ̔)˺ɔ�(�>,(;(	�CERT ÿ- ISAO +P
��j�(TEj�ZM|�aD*ǁƼÿ-�˜)̔�$Ǡ(=˽ƺźñ@Ģ=0�%

�=� 

/6964+ q�XQCp�jE]+

q�XQCp�jE]+ TEj�ZM|�aD*E�Vb�c@Ôȶ�=�6*u�

V� E�Vb�c@ʇĕþ+ʽȑ� ÒĶ*ˡ¦̔»ʗ)̔˽ƍĮ@̒ɚ�=�6*

ǐȔ@ɘɦ�=�&�Ǧ3�	��*�ȷ&�$ q�XQCp�jE]+ ʝŸƊ*

ʇĕ)̔�=ˀȽ&�[�Xɬȶ)"	$Ƿˁ�=�&�Ǧ3�	��*Ʋʐ)+ E

�Vb�cŔƇ� Ɔʶ)Ƈ�$¢ǢȀĝ@Ƴ·�=�6*ˢȺ7ď3>=ĆʛƊ��

=� 

?6+u�V�ÿ-žä+

TEj�ZM|�aD*ʝŸƊþ+E�Vb�c@Ôȶ�=�6*u�V�ÿ-žä+ 

q�XQCp�jE]*ɹʎ)7ǊÄ�>$	=�&�Ǧ3�	�q�XQCp�jE

]+ MDS2̸Manufacturer Disclosure Statement for Medical Device Security̺MDS2̹ 
SBOM ʝŸƊÿ-C_pb�cƍĮɨ*ʴ˼Ǹʗ*̒ɚǋǡ ƍĮÐǥȀ̔þ+ýȽ
�$	= ISAO
;*ƍĮ@ă̮� Ůɭ)Ðǥ�=ǐȔ@ɘɦ�=�&�Ǧ3�	�
�*�6)+ ƍĮƳ·Ëÿ-Ƴ·É*˽ɼË�Xc@ŉǧɇ)ɬȶ�Ƿˉ�=Ɔʶ�

�=�3� òɄȀĝ*ɴÍâ)ʆɻ��"ŉǧɇ)ʷɌ�T�lX�r�ĺɳ

̸Service Level Agreements̺SLAs̹)+ E�Vb�cŔƇ�)ʴ˼Ǹʗÿ-�* *
r�]��̅Ņ�0��̫@˃˰�(�>,(;(	�q�XQCp�jE]+ Ȳʠ

*E�Vb�cŔƇ^�x@˅ɦ�=�&�Ļê�>=� 
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@6++žäȋ*c��f�P+

�>�>*̔˽�=žä@c��f�P�=�6*ʶȐ�̫@ɘɦ� ǠǏ*ʶĎ@ŉ

ǧɇ)ʷɌ��&�Ǧ3�	�TEj�ZM|�aDE�Vb�c@ˊ¹�=Ŗ̑Ŏ+ 

ŋîɺ̶)ç�$ bW\�Ȁĝ)ȉ=˃̎@ā̡�ʽǮ� Ȕɇ(ˉƦƊ@ǘ;
)

�=nI��W_OÖǮ*c��f�P@ă�=�&�Ǧ3�	�E�Vb�cŔƇp

�ZX)̔��=�ė+ ŋîɺ̶)ç�$ E�Vb�cŔƇ*p�ZXÿ-ȶ˗)

̔�=c��f�P@ă�=�&�Ǧ3�	�c��f�Pp�ZX+ŉǧɇ)ˊ¹�

=�&�Ǧ3�� �*�ȷ&�$ E�Vb�cŔƇȤʓ�ʬ?>=ĆʛƊ��=� 

A6+ÖǮÿ-ŔƇ+

q�XQCp�jE]+ ˔ǲɻǯ@˃˰��ĮĐǡ*Ƴ·@˺�$ E�Vb�cþ

+ĮĐ�>�ʝŸƊ*Ž̪@ˊ¹� òɄȀĝʴ˼Ǹʗɨ*ˡ¦̔»ʗ&öå�$ŔƇ

�=�&�Ǧ3�	�ę̱ʽȑ)��<³Ǹ�Ɔʶ(įĊ+ ˔ǲ*ȱȓÿ-Ǖɠ@ɻ

ǯ)ď6=�&�Ǧ3�	�q�XQCp�jE]+ rXcp�OaDXÿ-ʇĕɪ

@ď5ņÎ̔˽ƍĮ@Ƌʗ)đɔ�=�&�Ǧ3�	�ʽȑɪ)¿ȅ�ď3>$	=į

Ċ+ �*¿ȅ@Ǒ˅Î°)̄Ⱥ�=â) Ŕ˜&(=ǔłVXax*Ȁʛ�Ž̪@ă

�(	�&@½ˉ�=�6)�P�_V~�ˋ̶ɨ*j�b�V~�@ŋǑ�(�>,

(;(	�q�XQCp�jE]+ ¿ȅÿ-ʇĕɪ*ƍĮ@Ɔʶ)Ƈ�$ǠǏ�=�

&�Ǧ3�	� 

/6967+ ʸßŻŜ+

òɄȀĝ*TEj�ZM|�aDE�Vb�c&�*ŔƇ)+ ʸßŻŜ7̔��=�

&�Ǧ3�	�6.5.1 ̫)˃˰��&�< ʴ˼Ǹʗ+ TEj�ZM|�aD*E�
Vb�c@ʸßŻŜ�ˎ˙� ʸßǐ̌*ȑŉ)Ɔʶ(ˍɷƍĮ@ʸßŻŜ�ʶȐ� 

Ɔʶ)Ƈ�$˷çƲʐ@ŋǑ%�=ȷİ@ǊÄ�=�6 E�Vb�c)"	$ʸßŻ

Ŝ)˺ɔ�=�&�Ǧ3�	�Ɔʶ)Ƈ�$ʸßŻŜ�ŋǑ�=˷çƲʐ&�$+ Ƌ

ʗņÎ)Ŕ�=Ž̪ˊ¹ ʴ˼Ǹʗ�Ƴɚ��ʇĕɪ*�XO�rgnD_cˊ¹ T

Ej�ZM|�aDɖɤʗɨ@ď5ˡ¦̔»ʗÿ-�* *ǃűȀ̔8ʸßŻŜ&*˽

ƺɨ�ƫ�;>=� 

/6/+ �LV�òɄȀĝ+

ǩǋǡ%+ ȵĥ*TEj�ZM|�aD*ʜŀ)Ŕ�$C_pb�cþ+ʳŇɇŔɪ

ɨ*Ċȶɇ(ƛȊ%½˛%�(	òɄȀĝ@��LV�òɄȀĝ�&ŉʒ�=�ȵĥµ

Ⱥ�>$	=ķ�*�LV�òɄȀĝ+ Úǧ˅ˀÿ-½Ņ)�	$TEj�ZM|�

aD)"	$Ƿˁ�>$	(
!�ĆʛƊ��< Ĥ̝ɇ(q�XQCHSVXax)

&!$ȯ)ʵ̢(˓̱&(!$	=�òɄȀĝ*bW\�ñ)ª!$ ą	Ce�Pʱ

ʐ%+ȑ�$ŋȵ%�(
!�Ǽ�(Ȁʛ�̒Ʌ�>$����*�6 �>;*òɄ

Ȁĝ)"	$+ �*ʟůɇǥȺƊ�ZM|�aDŔƇ*Tu�cǧ̓@˧�=�&�

ķ	�&�ę̱@Ǡ)ƌñ��$	=��*:
(ƞʭ+ƋʗQC)&!$ǥɈ%�=

� [ncFGC i�dFGCÿ-g_c��Oưʁ@ɹ4Ċ?��µȺ)ª	 ò
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ɄȀĝ*ŕĔ)̔�=Ǐ�(ʶȐ�Ʌȸ����*:
(ɹ4Ċ?�+ XM{ei�

dFGCɨ*ˣǩ˅Äÿ-�ʢșˢ˞)ˌŻ�=T�j ��OXa�V~� b�\

r�Xÿ-Js��aD�PVXaxɨ*S�u�g�c
;ǻƖ�>=�&�ķ	�

��� ʕǪñ*ȶȻ*4%�*ʴĖ��LV�òɄȀĝ%�=&Ûǎ�$+(;(	

�&7̉ʶ%�=�ɅĴ̒Ŀ
; 5Ū¤Ò*òɄȀĝ%�!$7 ȵĥ*TEj�ZM
|�aD*ʜŀ)Ŕ�$Ċȶɇ(ƛȊ%½˛%�(	įĊ+ ɅĴ¤̗*Ūǉ)

?

;��LV�òɄȀĝ&4(�>=��ǐ ɅĴ
; 15 Ūɺ́��òɄȀĝ%�!$
7 ȵĥ*TEj�ZM|�aD*ʜŀ)Ŕ�$Ċȶɇ(ƛȊ%½˛%�=įĊ+ �

LV�òɄȀĝ)ˌŻ�(	� 
 
òɄȀĝ*˅ˀ̒ɅXa�W
;Ŀ3= TEj�ZM|�aD* TPLC)̔�=Ă<
ɹ4&�$ òɄȀĝ*�EnTEO�Î°@˺�$TEj�ZM|�aD*ʜŀ)Ŕ

�=Ċȶɇ(½˛ƛȊ*ìǯ@ʂƩ�=�&*̉ʶƊ�ı�$	=��*:
(Ă<ɹ

4):!$ òɄȵį%ȵĥµȺ�>$	=Ǽ�(�LV�òɄȀĝ)˦ğ�=�ħʯ

̸q�XQCp�jE]&�*g_c��O)˦ğ�=ZM|�aD�*ʜŀ̹�®Ȝ

�>=�ǩǋǡ*¤�*̫ɋ%+ òɄȀĝTEj�ZM|�aD*ȶƎɇ(ŘǭÇ 

�(?  �ǸʀʁˀȽ*³Ɩ)��< q�XQCp�jE])Ŕ�$Ɔʶ(ƍĮ@

�â)˺ɔ� TEj�ZM|�aD*ʜŀ)Ŕ�$Ċȶɇ(ƛȊ%½˛%�(	�L

V�òɄȀĝ*µȺ@ɸ�þ+Ȋ̜ɇ)µȺ@ɸ��=�6*Ǻƈn��x��O)"

	$ˍ˶�=�̸Ģ 2ýȪ̹� 
 

 
 

Ģ 46+ TEj�ZM|�aD)̔�=ʴĖ�EnTEO�*Ȁʛ&�$ʰȵ���L
V�òɄȀĝ*Ǻƈn��x��O+

TEj�ZM|�aDÿ-ʴĖ�EnTEO�*Î° 

MDM*ˡ¦&ǧſ!

ʴĖ̒Ʌ! ĘȺ���X! ʴĖŕĔɸ�!
ĘǸɇTu�c*ɸ� 
̸�LV�ȱƑ*̒Ŀ̹!

̳Ō*ˡ¦&ǧſ!

ZM|C(̒Ʌn�

�x��O)Ĭ#�

òɄȀĝ@˅ˀ�=!

MDM + ʴĖŕĔɸ�

ÿ-Tu�cɸ�3%*

XQW|��@̳Ō)˺

ɔ�≠Tu�cɸ�Ǖ

3%+Tu�c�Ƴ·�

>=̹!

̒Ʌ! Tu�c! ̘ŉɇ(Tu�c! Tu�cɸ�!

̳Ō+ MDM 
;˺ɔ
�>�Tu�cɸ�)

Ŕ�=ŔƇˀȽ*³Ɩ

@̒Ŀ�=!

MDM 
;̳Ō/*ˡ

¦*ŇÎ(ɟ˯̸¤

̗ Tu�c+Ƴ·�

>(	̹!

*òɄȀĝʴ˼Ǹʗ̸MDM̹+ òɄȀĝ*ˡ¦)̔�=ĉĦĪ*LE]�X)Ɓ
� Tu�c�r
�+̳Ō&*ĺɳ)Ƈ�$ɂ(=�!
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/6/65+ òɄȀĝʴ˼Ǹʗ+

òɄȀĝ*TEj�ZM|�aDŔɪ+ Ģ 2)ɚ��&�< ĘȺ���Xâ*òɄ
Ȁĝ*˅ˀ̒ɅȊ̜
;̒Ŀ�>=�òɄȀĝ*ŇÎ(Tu�c �(? ȵĥ*TE

j�ZM|�aD*ʜŀ)Ŕ�=Ċȶɇ(½˛ƛȊ*Ƴ·+ TPLC *n��x��O
)Ĭ#	$ ʴ˼Ǹʗ�Ï̒��ʴĖŕĔɸ�̸EOL̹3%ʀʁ�=�&�Ǧ3�	�
ʴ˼Ǹʗ�Ïʰ�=TEj�ZM|�aD EOL + �*ǧǕ¤̗ òɄȀĝ*ʄĊɇ
(TEj�ZM|�aD*Tu�c�ĸŨ)ʊŚ�> ½ˉ�>(�(=�&@ƏĒ�

=�ʴ˼Ǹʗ+ TEj�ZM|�aD EOL �˵#	�ǚȧ%̳Ō)Ŕ�$ EOL ¤
̗7̘ŉɇ(Tu�c@Ƴ·�=�&@˺ɔ�=&Ð) òɄȀĝ*TEj�ZM|�

aD*Tu�cɸ�Ǖ̸EOS Ǖ̹@ǘɚ�=�&�Ǧ3�	�òɄȀĝ*}�U+ 
ʴ˼Ǹʗ�ƪŉ��TEj�ZM|�aD EOS *ǧǕ¤̗ ˌŻ�=òɄȀĝ)Ŕ�
=Î$*Tu�c@ă�=�&�%�(	&ʖ�=�&�Ǧ3�	� 
 
TEj�ZM|�aD EOS *ǧǕ)̂��òɄȀĝ+ �*Ǻƈn��x��O)Ĭ
#	$ ȵĥ*TEj�ZM|�aD*ʜŀ)Ŕ�$Ċȶɇ)½˛%�(	�LV�ò

ɄȀĝ&4(� µȺ@ɸ��=�&�Ǧ3�	�òɄȀĝ*ZM|�aD@ʂƩ�=

ˡ¦ÿ- EOS Ǖ¤̗7Ȁĝ@µȺ�ʁ���&):=�XO+ �*ǚȧ%q�XQ
Cp�jE]ɨ*̳Ō)ɟ˯�>=� 
 
(� òɄȀĝ):!$+ Tu�c�ɸ��$�<ZM|�aD�*k_^@̄Ⱥ%

�(	ą	Js��aD�PVXax@µȺ�$	=įĊɨ ˅ˀĵǠ@ʬ
�&+%

�(	� ʳŇɇŔɪ@ŋǑ�=�&):< ɍƇ)½˛%�=ĆʛƊ��=�ǩn�

�x��O)�	$ ÝȺĆʛ�"ŋʋ*�=ʳŇɇŔɪ�łĥ�=òɄȀĝ)"	$

+ �LV�òɄȀĝ&4(�(	�ʸßŻŜ+ q�XQCp�jE]� EOS Ǖ¤
̗*�ǸʀʁˀȽ@³Ɩ�=�6*ôÖ(ǚ̓@ɘ½%�=:
) Ɔʶ)Ƈ�$ ȵ

ĥ*òɄȀĝ)�	$ EOL Ǖ¤̗)Ʌȸ�=ZM|�aD�*˓̱)ŔƇ�=�6*
ʳŇɇŔɪ@ŋǑ�=:
ʴ˼Ǹʗ)ƱĻ�=�òɄȀĝ*˅ˀ ʝŸƊ*ɬȶÿ-̳

Ō&*ƍĮÐǥ+ òɄȀĝ*TEj�ZM|�aD)̔�=˓̱)Ă<ɹ5�%Î$

̉ʶ(žä@ǯ���ʴ˼Ǹʗ/č��òɄȀĝ*�EnTEO�Xa�W*Ȁʛ)̔

�=ƱĻ�̫+ ¤�)ɚ��&�<%�=� 

● ̒Ʌ: 

a. òɄȀĝ@ǻƖ�=i�dFGCÿ-[ncFGCS�u�g�c*Tu�c
�EnTEO�@ʖƓ�=�ʴ˼Ǹʗ+ òɄȀĝ*}�U@ʄĊɇ)Tu�

c�=�6 Ėˤ8knI�v�X ZM|�aD)̔�=ę̱@ʽȑ�=�

6*[ncFGCÿ-nB�xFGC*C_pb�c̄Ⱥ)̔�$ ˌŻ�=

i�dFGCÿ-[ncFGCr�]�
;*Tu�c@ă�=�&�Ǧ3�

	�ʴ˼Ǹʗ+ ÝȺǧ̓�*ʴĖ*ņÎƊ&ǥìƊ@ʂƩ�=�6)Ɔʶ(

Tu�c@�Ȟ�=�&�Ǧ3�	�ʴ˼Ǹʗ+ q�XQCp�jE]�Ǝ

ŉ�=òɄȀĝ�EnTEO�ǧ̓�)T�dk�aD�r�]�*Tu�c
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�ɸ��=ĆʛƊ@ʖƓ�=&Ð) Tu�cɸ�):!$òɄȀĝ*ZM|

C(̀Ⱥ)ƌŽ̪�ÿ.ĆʛƊ@ʖƓ�=�&�Ǧ3�	� 

b. Řǭ*�LV�òɄȀĝ*ǉ@ǣŚ̘)Ơ�=�&@ɋɇ&��ZM|C(̒
Ʌn��x��O)Ĭ#	$òɄȀĝ@˅ˀ̒Ʌ�=��*:
(òɄȀĝ)

"	$+ ś(�&7ZM|�aDĬȡ)̄Ċ� C_pb�cÿ-k_^*

̄Ⱥ@Ćʛ&�=ȷİ@ǊÄ�=�&�Ǧ3�	� 

● Tu�c: 

a. �XOvgWy�c*�ȷ&�$ òɄȀĝ)��=ăŏ%�(	�XO*�
=ʝŸƊ*łĥĆĎ@Ɋʹ� Ćʛ(̘<ǣě*ŔƇ@ʬ	 ʴĖ*Î�En

TEO�*ĉȊ̜)Ƈ���XO̔˽ǋǡ@ʀʁɇ)ǠǏ�=� 

b. òɄȀĝ*˥Íÿ-˅ʐp�ZX*�ȷ&�$ ĉǚȧ)��=̳Ō*ˡ¦&
´�$ òɄȀĝ*TEj�ZM|�aD EOLǕɨ �EnTEO�*�ʶ(
vE�Xc��@ǘɘ)˺ɔ�=� 

c. ̳Ō)Ŕ� T�dk�aD):=Ȁĝ̇Ė*Tu�cɸ�@�â)˺ɔ�=� 

d. TEj�ZM|�aD EOSǕ3%̘ŉɇ(Tu�c@ʀʁ�=�&@̳Ō)˺
ɔ�=�EOS Ǖ¤̗ ŻˌòɄȀĝ+Tu�cŔ˜Ķ&(!$�LV�ȱƑ&
(=��*ƍĮ+ EOL Ǖ�˵#	�ǚȧ%̳Ō)˺ɔ�=�&�Ǧ3�	�
�>):< q�XQCp�jE]+ òɄȀĝ*µȺɸ�þ+Ȋ̜ɇ(µȺ

ɸ�ÿ-�ǸʀʁˀȽ³Ɩ*�6*ôÖ(ǚ̓@ɘ½%�=��*:
(ƍĮ

@ǘɘ)˺ɔ�=�&):< òɄȀ̔+ ʠ˭*ˡ¦ÿ-řÍ�=òɄȀĝ

*�XO@ȶʽ�=�&�Ćʛ&(< òɄȀĝ*µȺɸ�ÿ-�ƴ)̔�=

ˀȽ&�ɫ@³Ɩ�=�&�%�=� 

● ̘ŉɇ(Tu�c̸EOL̒Ŀȧ)̺ 

a. ̳Ō� EOS ÿ-̔˽�=ˡ¦)Ä�=�6*ôÖ(ǚ̓@ɘ½%�=:
) 
TEj�ZM|�aD EOSǕ)̔�=XQW|��@ŷ�ʁ�˺ɔ�=� 

b. �˃*�Tu�c�*̫ɋ)˃˰��³Ǹ�a�ÿ-�c�@ŷ�ʁ�ʬ
� 

● Tu�cɸ�̸�LV�ȱƑ̒Ŀȧ̹̺ 

a. ʴ˼Ǹʗ
;̳Ō)ˡ¦�ŇÎ)ɟ˯�>=�ŻˌòɄȀĝ)̔�=ȅŶ(TE
j�ZM|�aD EOS Ǖ¤̗ �*}�U+ 	
(=�r�*Tu�c7ǧ
ſ�(	�&�Ǧ3�	� 
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/6/64+ q�XQCp�jE]+

q�XQCp�jE]+ Ïʰ�>�TEj�ZM|�aD EOL )�	$ʴ˼Ǹʗ�
˅ŉ��òɄȀĝ*ʴĖŕĔ:<ĸŨ)̐	µȺǧ̓@˅ŉ�=�&�ķ	��
� 

ʜŀ*ȱȓ+ǚ¢*ɺ́&ª)ĵñ�=�Ǐ�	ʜŀ*Õȵ):< ǚ¢˿>*ƞʭ@

µȺ�=�XOÿ-ŔƇ)ʶ�=ɺˢ�ıç�=� ʴ˼Ǹʗÿ-q�XQCp�jE

]+Ðċˡ¦&�$ŔÔ�(�>,(;(	�òɄȀĝ*�EnTEO�Ȋ̜*Ȁʛ&

�$¤�)ɚ��ƱĻ�̫+ q�XQCp�jE]�òɄȀĝ*˓̱)Ă<ɹ5�6

*�è)(< ǔŉ*TEj�ZM|�aD EOS Ǖ¤â)ˀȽ@³Ɩ�=�%žɦ"
&ʖ�;>=� 

● Tu�c: 

a. ʴĖ�EnTEO�*ˀȽ³Ɩ TEj�ZM|�aD)̔�=ȶʽÿ-˹ǘ
Ɗ@ɘ½�=�6) ʴ˼Ǹʗ)ǘɘ(˽ɼɥĄ&ƍĮ©̂p�ZX@ʶȐ�

=� 

b. Tu�c�EnTEO��ǣ7ɕ	[ncFGCS�u�g�c� ǣɸɇ)
òɄȀĝ*Tu�cÿ-TEj�ZM|�aD)Ž̪@��=�6 SBOM @
ʶȐ�=�̳Ō+ SBOM @Íƛ�=�&):< òɄȀĝ*�EnTEO�
)Ž̪@��=S�u�g�c@:<̄×)ȶʽ�=�&�Ćʛ&(< ʳŇ

ɇŔɪɨ*�XOS�c���ƛȊ)Ⱥ	;>=˷ç*i�dFGC)̔�=

ƍĮ@ƟƵ�=�&�%�=� 

c. ʴ˼Ǹʗ T�dk�aD*T�lXǸʗþ+p�jE]ʠ˭*�[�Xÿ-
ɬȶ@˺�$ µȺ�*òɄȀĝ@̄×)Tu�c� ȅŧ(ɢÆ@ʂƩ�=�

¶�, g_c��OZM|�aD ˣȹZM|�aD CEb�aDaD/C
OZXvgWy�c ZM|�aDǸîɨ�ƫ�;>=� 

d. òɄȀĝ*µȺȷİ)��=Ǐ�(�XO8˾ñ�=�XO@ˊ¹� ̄×(
ʇĕɪ):!$�XOS�c����=�6)ǣĸ̘éå�=��*ŔƇɪ&

�$+ g_c��O*ZPy�a�V~� }�UCOZX*ß̘ �XO

CZXy�c ZM|�aDˋ̶ g_c��OɊʹɨ�ƫ�;>=� 

e. Tu�cŔ˜Ķ&(< ƋʗņÎÿ-òɄg_c��OZM|�aD@ʜ
�
ĆʛƊ��=�LV�òɄȀĝ*µȺ@̄×)Ȋ̜ɇ)ɸ�� ZM|�aD

Ŕɪ%½˛Ćʛ�"Tu�c@ă�;>=òɄȀĝ)ʐƴ�=�6 ʴ˼Ǹʗ

�ŉ6=TEj�ZM|�aD EOSǕ¤â)ˀȽ@³Ɩ�=� 

● ̘ŉɇ(Tu�c: 

a. �˃*�Tu�c�*̫ɋ)˃˰��³Ǹ�c� �d�ÿ-�e�@ŷ�ʁ�ʬ

� 
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● Tu�cɸ�: 

a. òɄǸî*ʀʁ)Ž̪@��=�&(�òɄȀĝ*µȺ@ɸ�%�(	įĊ 
ŻˌòɄȀĝ*ZM|�aD@ɬȶ�=ˡ¦ÿ-ZM|�aD EOSǕ¤̗7µ
Ⱥ@ʀʁ�=�&):!$Ʌȸ�Ƃ=�XO@ŷ�ă�=� 

=60+ýʖǋȴ+

=65+ !"#$% ǋǡ+

1. Software as a Medical Device: Possible Framework for Risk Categorization and 
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014) 
 

2. Essential Principles of Safety and Performance of Medical Devices and IVD Medical 
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018) 

=64+ ʸǴ+

3. AAMI TIR57:2016 Principles for medical device security—Risk management 
 

4. AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management 
for device manufacturers 
 

5. IEC 60601-1:2005+AMD1:2012, Medical electrical equipment - Part 1: General 
requirements for basic safety and essential performance 
 

6. IEC 62304:2006/AMD 1:2015, Medical device software – Software life cycle processes 
 
7. IEC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical 

devices 
 
8. IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical 

devices - Part 1: Roles, responsibilities and activities 
 
9. IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating 

medical devices - Part 2-2: Guidance for the disclosure and communication of medical 
device security needs, risks and controls 

 
10. IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating 

medical devices – Part 2-8: Application guidance – Guidance on standards for establishing 
the security capabilities identified in IEC 80001-2-2 

 
11. ISO 13485:2016, Medical devices – Quality management systems – Requirements for 

regulatory purposes 
 
12. ISO 14971:2019, Medical devices – Application of risk management to medical devices 
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13. ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating 
medical devices – Application guidance – Part 2-7: Guidance for Healthcare Delivery 
Organizations (HDOs) on how to self-assess their conformance with IEC 80001-1 
 

14. ISO/IEC 27000 family - Information security management systems 
 
15. ISO/IEC 27035-1:2016, Information technology – Security techniques – Information security 

incident management – Part 1: Principles of incident management  
 
16. ISO/IEC 27035-2:2016, Information technology – Security techniques – Information security 

incident management – Part 2: Guidelines to plan and prepare for incident response 
 

17. ISO/IEC 29147:2018, Information Technology – Security Techniques – Vulnerability 
Disclosure 

 
18. ISO/IEC 30111:2013, Information Technology – Security Techniques – Vulnerability 

Handling Processes 
 
19. ISO/TR 24971:2020, Medical devices – Guidance on the application of ISO 14971  

 
20. UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products, 

Part 1: General Requirements 
 

21. UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1: 
Particular Requirements for Network Connectable Components of Healthcare and Wellness 
Systems 

 

=67+ ʸßŻŜ*LE]�X+

22. ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle 
(July 2019) 

 
23. China: Medical Device Network Security Registration on Technical Review Guidance 

Principle (January 2017) 
 
24. European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN 

PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending 
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009 
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017) 

 
25. European Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN 

PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical 
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May 
2017) 

 
26. FDA (Draft):  Content of Premarket Submissions for Management of Cybersecurity in 

Medical Devices (October 2018) 
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27. FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS) 

Software (January 2005) 
 
28. FDA: Design Considerations for Devices Intended for Home Use (November 2014) 

 
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016) 
 
30. Germany: Cyber Security Requirements for Network-Connected Medical Devices 

(November 2018) 
 
31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019) 
 
32. ũƖ 27Ū 4Ǥ 28Ǖ¡ʩ̵ȀýɅ 0428ɧ 1Ĉ�ʩ̵ņɅ 0428ɧ 1Ĉ̺úȸëÆɎ
ĸʞňƙý�ň�òʩ̵ĖŜņÎŔɪ˓̐˺ɔ�òɄȀĝ)��=TEj�ZM|

�aD*ɘ½)"	$� 
 
33. ũƖ 30Ū 7Ǥ 24Ǖ¡ʩȸȀœɅ 0724ɧ 1Ĉ�ʩȸņɅ 0724ɧ 1Ĉ̺úȸëÆɎ
òʩ�ȸȗʮȸŜòɄȀĝœǲɬȶ˓̐�òʩņÎŔɪ˓̐˺ɔ�òɄȀĝ*TE

j�ZM|�aD*ɘ½)̔�=LE]�X)"	$� 
 
34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018) 
 
35. TGA: Medical device cybersecurity - Consumer information (July 2019) 
 
36. TGA: Medical device cybersecurity guidance for industry (July 2019) 
 
37. TGA: Medical device cybersecurity information for users (July 2019) 
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38.  CERT® Guide to Coordinated Vulnerability Disclosure 
https://resources.sei.cmu.edu/asset_files/SpecialReport/2017_003_001_503340.pdf 
 

39. The NIST Cybersecurity Framework 
https://www.nist.gov/cyberframework 
 

40. NIST’s Secure Software Development Framework (SSDF) 
https://csrc.nist.gov/CSRC/media/Publications/white-paper/2019/06/07/mitigating-risk-of-
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-
vulns-draft.pdf 
 

41. Medical Device and Health IT Joint Security Plan (January 2019) 
https://healthsectorcouncil.org/wp-content/uploads/2019/01/HSCC-MEDTECH-JSP-v1.pdf 
 

42. MITRE medical device cybersecurity playbook (October 2018) 
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https://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and 
 

43. MITRE CVSS Healthcare Rubric 
https://www.mitre.org/publications/technical-papers/rubric-for-applying-cvss-to-medical-
devices 

 
44. Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP) 

https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx 
 

45. Open Web Application Security Project (OWASP) 
https://www.owasp.org/index.php/Main_Page 
 

46. Manufacturer Disclosure Statement for Medical Device Security (MDS2) 
https://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-
Device-Security.aspx 
 

47. ECRI approach to applying the NIST framework to MD 
https://www.ecri.org/components/HDJournal/Pages/Cybersecurity-Risk-Assessment-for-
Medical-Devices.aspx 

 
48. National Telecommunications and Information Administration (NTIA) / US Department of 

Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the 
NTIA Awareness and Adoption Group 
https://www.ntia.doc.gov/files/ntia/publications/2016_ntia_a_a_vulnerability_disclosure_insi
ghts_report.pdf 
 

49. https://republicans-energycommerce.house.gov/wp-content/uploads/2018/10/10-23-18-
CoDis-White-Paper.pdf 
 

50. https://resources.sei.cmu.edu/asset_files/SpecialReport/2017_003_001_503340.pdf 
 

 
+ +
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E�Vb�cvgWy�c  –  ISO/IEC 27035+
ˀȽÿ-ȡÄ ƍĮZM|�aD*E�Vb�cvgWy�cu�V�@³Ɩ� E�V

b�cŔƇ^�xɨ@˅ɦ�=� 
Ƿɔÿ-ĮĐ E�Vb�c&ʖ�;>=þ+E�Vb�c)(=ĆʛƊ��=��˜�

@Ƿɔ�$ĮĐ�=� 
ˊ¹ÿ-ȑǎ ȱȓ@ˊ¹� ŋ̝*E�Vb�c*ǥȩ@Ûǎ�=� 
ŔƇ Ɔʶ)Ƈ�$ E�Vb�c*̕ƃ&ʽș E�Vb�c
;*Ƅǖ E

�Vb�c*nI��W_OÖǮ@ʬ
� 
Ƃ;>�Ǉ˂ ́ü)ɺ̶��E�Vb�c)Ĭ#	$ ɹʎ*ƍĮ�XOvgWy�c

ʛå@°ɲɇ)ǀě�=� 
 
E�Vb�cŔƇ^�x+
žä+ ˡ¦+ �(COV~�+
vg�W{ TEj�ZM|�

aDE�Vb�c

ŔƇ)̔�=̉ĸ

(ę̱)"	$ 

ŔƇ*ƪƶ&ȑŉ

@ʬ
 

a) E�Vb�cŔƇ)ɣǹɇ)̔��$Tu�c�=�
¶�, Ɔʶ)Ƈ�$�ɇˣȠ ̋̍ɇˣȠ ȮɇˣȠ

@Ƴ·�= 
b) E�Vb�cŔƇ*u�V�&ˀȽ@Ƿˉ�$Ɲˎ
� �*ŋǑ@ƪƶ�= 
c) E�Vb�cŔƇˀȽ*ʷɌ�&ǀʿ@ʬ
 
d) E�Vb�cŔƇ^�x*ÒĶ)�	$Ɔʶ(˔Ǌ@
ʬ
 

ˀȽ³ƖP��

p 
E�Vb�cŔƇ

@̀Ⱥ�= 
a) ZM|�aDu�V�@ɘɦ� �*ŋǑˀȽ@³Ɩ
�= 
b) ZM|�aDp�ZX@ŋǑ�= 
c) �XO*ÈË̬­@˔Ǌ�= 
d) �­ɹʎÿ-�* *T�dk�aD&*˽ƺ°ß@
ǻɮ�= 
e) ɺĜ̚@Tu�c�= 
f) Ŕ˜ɹʎ)̔�=ʝŸƊ�u�c@Ƿˁ Ɇ̎ Ɲˎ
�= 
g) vg�W{�ƪɚ���* *ȗí@ʬ
 

ɊʹP��p �C�\Ex*Z

M|�aDɊʹȗ

í@ʬ
 

a) Ɋʹ&̀Ⱥ)̔�=ǕŧǸî@ʬ
 
b) ºÍ@Ƿɔ� E�Vb�c@Ɇ̎� ÚǧŔƇ@ʬ

 
c) ZM|�aD̔˽*ǠǏ@ʬ
 
d) ZM|�aDu�V�@ŋǑ� ɺĜ̚@j_OC_
p�= 
e) q�pbXO 
f) Ǒ˅vgWy�c 
g) vg�W{�ƪɚ���* *ȗí@ʬ
 

ŔƇP��p �C�\ExŔƇ

8ƞʭTu�cɨ

a) E�Vb�c*đɔ&ĮĐ@ʬ
 
b) ɊʹVXax̓*ɍ̔ÖǮ@ʬ
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*T�lX@Ƴ·

�= 
c) E�Vb�c@˔ǲ� Ƅǖ³Ǹ@Tu�c�= 
d) Ŕ˜E�Vb�c*ʝŸƊÖǮ@ʬ
 
e) vg�W{�ƪɚ���* *ȗí@ʬ
 

ŋǑP��p E�Vb�cŔƇ

)̔�=³ǸÎʢ

@ŋǑ�= 

a) E�Vb�cŔƇ*ʶȐ�̫@ÖǮ�= 
b) E�Vb�cŔƇ*u�V�&�r�@ȑŉ�= 
c) E�Vb�cŔƇ*u�V�&ˀȽ@ŋǑ�= 
d) E�Vb�cŔƇˀȽ@Ƴǵ�= 
e) E�Vb�cŔƇ³Ǹ*Òŏ&ĮĐ@ʶɳ�= 
f) E�Vb�cŔƇ)Ɔʶ(ˣȠ@ş̒�$ÝȺ�= 
g) vg�W{�ƪɚ���* *ȗí@ʬ
 

ÖǮP��p E�Vb�cÖǮ

@ʬ
 
a) ^�x&ʴ˼Ǹʗ*�6*ʝŸƊÖǮ@ˀȽ�= 
b) ZM|�aDÖǮ*�6*`��&^G_O�Xc@
ǀě�= 
c) Ɋʹʸà@ǀě�= 
d) f|�X�\�@Ʌʬ�= 
e) vg�W{�ƪɚ���* *ȗí@ʬ
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J�Xc��C+
CERT Australiac (CERTJ�Xc��C) 
https://www.cert.gov.au/ 
 
AusCERT 
https://www.auscert.org.au/  
+
o�W�+
All Certs in Brazil(o�W�ĤÒ* CERT�ʻ) 
https://www.cert.br/csirts/brazil/ 
+
Ke]+
Canadian Centre for Cyber Security(Ke]TEj�ZM|�aDZ�\�) 
https://www.cyber.gc.ca/ 
+
ȃŢ+
CERT European Union(CERTȃŢ˽Ċ) 
https://cert.europa.eu 
+
n��X+
ANSM 
https://ansm.sante.fr/ 
 
https://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0 
 
French Ministry of Health and Solidarity(n��XúȸɎ) 
https://solidarites-sante.gouv.fr/soins-et-maladies/signalement-sante-gouv-fr/ 
 
Shared Health Information Systems Agency(ÐǥòɄƍĮVXaxŭ) 
https://www.cyberveille-sante.gouv.fr/ 
 
ANSSI - National Agency for Information Systems Security(ĤŎƍĮVXaxZM|�aD
ŭ) 
https://www.ssi.gouv.fr/en/ 
 
dE`+
CERT Germany(CERTdE`) 
https://www.cert-bund.de/ 
+
E\�C+
https://www.csirt-ita.it/ 
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Ǖǩ+
Japan Computer Emergency Response Team/Coordination Center(JPCERT S�bDg�V~
�Z�\�:JPCERT/CC) 
https://www.jpcert.or.jp/vh/top.html or https://www.jpcert.or.jp/english/ 
 
V�Lu�� 
SingCERT+
https://www.csa.gov.sg/singcert/news/advisories-alerts 
+
ɰĤ+
Industrial Control Systems CERT(ȹǸßƃVXax CERT:ICS-CERT) 
https://www.us-cert.gov/ics 
 
US CERT(CERTɰĤ) 
https://www.us-cert.gov/ 

 
 

 
 


