|~

LRk 2 2 AR
KRR EREBE ST MEEEREE

a2 — W XEEE
BEWGCGHEE

Rk 2 343 A

BEWGIER HiE %5
BERS K KA R SR
SRR R A I 2

x



BEEFBK

X LA X 1
ZEA4#E 2
MR ER 3
AERE
(1) arvEa—2BHXEY 7 V=T O=—X 9
(2) BB T HIEBAKROHANICET RN 11
(3) Zat - ANEOEERHNREZFIZONT 15
wiE 17
(1) BFEE=E 19
(2) ERBEBY 7 T OME L RE-KRKDOEH : Stand alone software— ......29
(3) BEBETEIME BB cccciiisssssssisssssssssssssassssssssssssssess 63
(4) BAIEHEE « ZETE T ot cciasssssssssasasssass s st seens 65




XL

I, FAGRREEOEX 2V 7 4 OO EFRESCHAARBEANIO2—F A o F—T 2 — R
DREZIZILOH T2 HHAEEIZEDLEWSIHICEBWNT, a2 a—F 2l L7 &R
AIE - FEATEIN OTREBRVHE 3L LR IT Btz ERICBW TS, BEGRZ B oEAIZ L0 1%
F#t R ET DO DOFEM DR ERHBEGR N ERRICEGEOND XD IZRoTe, £22h
5 OWEG T — ¥ OFFRMNT M b 28I ES L TE 72, BEEZHICR O CiE, A REH
IR RHEM O L W OB TEITEIND B, TOBETa U B a—X 2 L= AR
Fromrza1T ) 2 A TEL, a0 a— W AREEITZ 0 X5 28R TR
BAFDNEAL THWDH LW ERESR TH 5, T E F W EEEER OMFE, B OME %,
ZOEFEADMELEE L L TOREMEZ TN L T, D23 EO KBS I I f2 4t 7] 6E
T HTZDIIE, FizRiHMifRER RO 5T\ s,

ZOXIREFROH, KW IZBWTIE, 2 Ea—22WEEEOME, ZaMELD
BN % B F AR ML LSV TR LU, [FI2EE O A& GRS A 4 66 1E oD 5 72D DR
R4S & VERK L 72,

B%ZIZ, AFHERIERIE D 2R SN2 EAEFEHE K OB O Y 0 F 2 ([RET 5
BT, BMLEERFEOELEAIEHT LI O TH D,

PRk 23 4 3 A

OV o — X SRR E R A WG
JER mEpE ARG



WAL SR AR ATl AR AR MR 36
AV Ea—FBEIXREE FEWGEZERE4L#E

|

=3

E =ik

g

ZE (L+FIE) :

S BERRFERFIRES

NI FL RHRTRE FR

SRR AR E A Y AT LT

R g AR

L

HORBHRER KPR BT « BRFERSE M B frE
EFRER ALY = R

PERIRY: SRR T (R 7

WA (g USRS RO
SRR KB S R OF SR R P Sk
MOE N BRZAE LR A R e R A it

R T8

B HAN EAEGME  ERES
HOREKES JBAGEE ERES
R A RAETEE R
Mgk Eo EAEGBE  ERES

MSIATBUEN  ESE A ERRBEAR
Ak BE EHK
B bR EHRK
A Bu EXK
B EHK

FE WG FHJF

#
#
#
#

T
gl

baii

(=}
(u}

mE TR
NG
B B

il

w*
w*
w*
AP

T
ul

HA b
A AR R
AR AR

TEHTHR TN R R
ERRRR AT I i

B ET EIERS SRR R
BB T ENCERSARAEOIRTT ERRR

Ry ¥ ENCERGRMEEVIERT ERIEESET U R R T =

SRUFTERE T RS WA I

Btz

FR
HH EDRH AT
il
Btz
il
Btz

=2
&
i



2 a— 2B EEICEHT ZHEMBEE ()
(2011 4 3 H 17 HAERL)



BV a— B XEEEICHET 5 FHEHEER

1. FL®IC
a2 —Z2WE4E (Computer—-Aided Diagnosis : LA CAD) & ‘i XmEmicEzEIN
DIEREEEZ I C O ETHAEMBBICRH LT, 2B a—¥ TEEMITHEN SR %

F%2®ﬁﬁj&LfﬂmﬁéF@%Kié%%Jf%éoMD®H%m\ﬁ£@ﬁﬁﬁ®
Bir~—H CEMIRTZEICE > THREDRE L LA T2 L3I, 28 A0 H o B
JEEDIREGERIOFFBICEET 2 E &N /2T — ¥ Z[EANI R L CERNRZE A2 ZXET 50 ThH
Do

AP, 20 B — X DS BREE O R BRI RLEL Y 7 R U = TSI OV T
P & A ME & BRI S W T E DO TR IC i+ 2 72 O IC B BT R & FIE A R
THEOTh D,

2. AFRAMGHEAE O %t &

ARPHIFEEE I, EBRA Y 7 by =7 D5 HEBIIAHNET 26D TH-> T, LLFD CADe i
CADx HéRe &2 A4 2 Mm a5 L35,

IR T2 ar Ba—FBWIIEY 7 b = 7 NERERRICIE YT 5 2 Il LIV AT
VB U AE S48 15 3R O R 3 A B AR R AR R R R TR D = &

(1) CADe (Computer—Aided Detection)

W ECHRENFET AEMEZ A Ca— 2R HBRH L, ZOMNEE~Y—F 7
TOHWEEZET LY 7 MU 2T BHAAENTNLIEETHY 2 Ba—FITLVIEM
BT — 5 ERET —F ORFG RN LITEN D —FE ML WA H DV IT R EORMR
MEXETHHDTH L,

(2) CADx (Computer—Aided Diagnosis)

CADe #REIZAN A, CADx (TIRZ A BT~ 2 B MR oBW O AT 5 D E &R 2 T
— A ERER T 7HELE L THATOREELZRTL2Y 7 MU =7 BHAIAER TV DA
BETH Y ZWHE OB Y 2 7 FHIICBE T 2 FHmE 274t L TR E 2175 b0 T
H D,

3. FMIBEDOME ST

AR FRIE L, B OFE LW EMER T% - RS2 2L T500THL 2
CEMEL, BETARXFHHELMEENIORLEZbOTIE AL, HIFETEZLR D AIZHOWD
THRLTWD, KoT, S%OERLIFEINEFOMADERMELZHEALGTIINDIHDOTH
D, HFERNRICE L THENDZET 20O TIE RV, ®EOFHEIZSH Tz - Tk, fER] o585,
DORsEZ R L7 BT, B8 MEE > THRIRICHHET D Z ENMETHDH, 72
B, REEEOM, ERIOEOMDEET A RTA L 2B EIZTHI L LEETNET
» D,



4. FHEIZH L THEHETNEEFHE

(1) FAH ST

@O BHZEORE, dh B OAAR ERAATOMEMRIL, &EHF¥E S EEDOFE, AfFE shd
RS (LR ZET) ZWkIIRT,

@ UToFRHZZEIZ, HEORE, EHICY > TOREFRHFICHOW T S,
(7) B

a. 7T v N7 F— ORI T HIFR
b. f VA N—IFKORT A A N—ILDLAE L 5

(A ) PRSF AR
a. AR OB EY, LECETROF]H RTEEM:
b. L — W RF

(V) b L—= 75O LT E DR

(=) EATREOERFHEE OHIR (Y 7 b7 =7 O A7)
a fifH Y v — A&
b%ﬁ#ﬁ®ﬁﬁﬁﬁ

() {5 FE AT 3R (A5 PR R IR 2E 18 0D B 55)

(F) FERE I S5 % 3R

(2) FENG AR BR
DITFICRTREFHEZBEL T, Y7 Ny =7 OLZEMEROEZIEO AN 2 #EY)i2

.

T &,

O MERRICBET 2Rkl

UTFTOKFET, Y T2HBIZONT, TRNENEEKNRT —2 %2> THLMZT
528, B, MHT—Z2REICHOVWTIX, EX VT A LBHEDIEZN, 4T 5HEXY
T AKAFEE bR 5 2 &

(TIHT VY X8 (BEMEDOESWZETe)
(MEX VT 4 HBOFEHT — @M
a. TR
S (A= — KRR N—T 3 )
T A SGE
-f%ﬁ.ﬁm/mﬁ%(ﬁm®%Ai%®@%%ﬁm£ WELAIT)
AP 0 K E S EALE GEMIZR G062 THRGFEFENICSH D)
- 22y fne
By REmToOr Lo RE &
Wigt 27 8rDoRES (AT AENE T ELOREI L AT A RE
K OV )
- IRF 2o e
WG (BEOY v v X — A — FIZHY) | RE (FRSE SO H)



[EIEESW)
T U NVEBESRE 8y F 16 By b
TV ENVEBALDBEOE A
d. fRAEIRAE
- FERSER NG - A
e. CADe ALEH
s —E ORI ER T 57 — 25 B— 5 (FERS BISEM:., ~ T
EFEXVT 4 5%)

(X VT o FEOERT — % Bk
a. T 7 AfR
% ERE TR
w7 AfkE (B Y720 Bl EE=DUAL ENERGY %)
TRV T AV D AR T —H
« OB I
b. =™ 7 AHRCT
RS TS VF
cAXX L JUANU BN L
- Wik EAE AL (FBP/ART 28) K OVZE DS (FBHR 7 1 L & %)
X #pE (B2 72 0 Bs #5=DUAL ENERGY %)
« Z O E T IR
c. BRE W
- K
cEBER (Fe—TR8 . ar Ry s RSy B =T )
- E— K (A/B/C/M/ R/ 7 %)
CEBEHS MRS (BT Ay T v )
« OB I
d. MRI
- FRRESEIREE (1. 5T,/3. 0T %)
< BRAGFER (T1 5877, T2 S8R/ Lk R %)
- @t (Spin Echo ¥, Echo Planar J£%)
« XF A —% (TR/TE. 18 5 UN4ERI%E)
« Z O E T IR
e. TOMDEX VT 41220 TH, B INT=T — ¥ OWEITHEL KFTT KT
& LT, gD 5t & it 2k %lﬁ@%®%a@1ﬁﬁ;£L¢é;&o

() R PERE
772 b AR OEREBR T — 2 &SI FOFEEFEIZOWTHHMET 5 2 & FHICAE
M3 2 BIREG T — 213, HEEO B ERRHITE B S 2B £ 2 BHRS BT - &%
RrEREHICLE R T — 2L L, B 0T — 2 2G5 b e T 5,
a. %%xf?aFEZQK}$EXT?HE§ODﬁ§§E\ B OV D24 PE (ROC BHAR NrifE, X4
B rEs, RIERE ) 4E)



b fEMT 57 =2ty ¥, FEAOEOZYME
c. JHEEMERE

@ et - WEIZET 5 R
WO ERICEY T HFHALEIS U THEHAT 5,
(7)) — R BR FIE
a. BRI LM
b. B~ A b
c. YA =R AL b
(A1) kR (B AL E % 5 1)
a. =— A (—H Bk, B, £EY%E)
ATy NROT YU Ny b (FE, HiE FERY)
c. JENTE HiRE
dEtXx=0VT7 4
e. R, BEM R ~DA v -V
f. 0TS (0ff-the-Shelf) ¥ 7 b7 = 7 DOKFiE
g. 21— EUT ¢
h
i

o

CELE), RO T
i.AAN=NVERT A A N—)b
(V) BA%E « BXEFET
a. A et <
b. B
R T RAEBLTCETEINZY ARV AL PO ML—YEY T ¢
d. VU —2 (R, Ny r—T%)
(=) MRRE G IH]
(A7) 18 B/ B
a. 0TS Z E L E B R T A4 7 L OFFE
b. 7at ALY —)L
() SCEAbET
a. LEMFE, LEa—, KRACPLETOFIE L FJit:
b. =T E (BIEA MR~ =2 7 V%)

%% . 1EC 606011, IS0 13485, IS0 14971, IEC 62304, IEC/TR80002-1, IEC 80001-1,
IS0 12207, ISO 90003, TEC 61508-3 %

(3) BRIRFAER GRBR) (B3 0 Rk 20 42 8 H 4 HATIT3EAHEIEE 0804001 =)
O BBROERIZONT
= @%W%&ﬁ%i&@ﬁé@ﬂi%ﬁ% 0D I B PR BRI B ST BEAE oD SCHR
FE DI F o TR T & W IGE IR ﬁ%(%%)@%h@%g&ﬁb Bl R SR
/Kﬁﬁéﬁﬂwﬁmﬁﬁwgné £72. FOMEHBE®, RIS SE DN BEAT O R
BREHLMMCREAR DRI OV TIE FAI & L TR ﬁ@@ﬁ%mmuﬁﬁégﬂ®ﬁﬁ
NETH D,



@A 2t Je OV 44 00 AT

BRE T 55 BICBVTIE NRET OB X ENER T D Lamd L L bll,
PRI E R S Btttz Gt = FARA o P 2REL TEOHEHME L
LMz RHiid %, BBz £ T 25613, L FOHERICHE U CEMGH# 2 SR8 $ &
Tho,

(7) ava—22ZWEEY 7 b =7 ORHE
(A) avta—Z2WEEY 7 by =7 2T 5%
(7)) {4 2 ERT O ZE D 8

© TR DOIERFIEL

ERRRER (BB Z3hid 2356 OEMENL, RO B EEEHnHE B &2 1 E
2. BFPRRILCE S E, a v Ba— 22348 Y 7 MU = 7 O R MEIEEYE - (AR
FRMICHLERIEFE L T 5, B - BRRMERITRNETT O BRIRZBrkE S & g L TR
T5HZ L,

gkt A2 B <G RICH T o TX MEHFITIERIRZ R ET D MLENHDH Z LICHE
THZE, B, BELTHEOa L Ea—22IMEE 0 /I A+ 585513,
ZDFBVEICHOWTIBAT S Z &,

Flo, BEHTELWNT — X 2 RKBHFORMERE LTHEHATELZZERNHLD, £
NOHZRTERFMZIT ) ZENTEDENE I DO WVTTHoIcHmErT 52 &,






ELESE: §

(1) =ZrEa—4BWEEY 7 V=T D=—X
(2) WM DIEMEE K OVRHNZBE 4 5 R0
(3)  =aetE - AIMEDOEARR LB X HITONWT



(1) avbEa—FZHXEY 7 b =2TD=—X

FOLRERERRY: B RE SR
A

X C®IT

A —FPMIES D VT B2 —Z P2 (Computer—-Aided Diagnosis : LA'F
CAD) &%, X MREMGITARER S 402 Bohd i mi @%ib@k?%Emﬁﬁ’ﬂbf =0
*5'“5‘%5 MICRRT STLTZRE R Z T8 2 0B R L LCHIET 2 TEMICK 228 Tho.
WAEAZWNILTERMBT O THY, Bz a2 Ea—H(C iof%%?ﬁ;{i 2LTHN
2‘9@5 H#EhZ2Wr (automated computer diagnosis) &lxFE -7 B2 « FETH DA
WD RERNLETHD.

CAD DS L BAF D =&

CADY 7 b7 =7 OFEHILE <. 19604 FE TH D, F/19854EEND, DAL KA
IZ7 o C&E, BEETIIYUET T 7 4 OCADDKEDOFDA (BSEIKILR) OFA 2 Z 0
FEICERELEELIN TS, L b (W.C.Roentgen) IZX > THRAEEINEXHFIZL AX
MEBEZ L - C, 7Fhu ZEBICL D EBZE G E - TLEE, ‘IL:74/1/.A<E1/\5§E{21§%
RG L UCHESR L C X EG WL, CToMRIZE ORI L V0 . K0 Sk 4y
fERBICEBEN TR BT — 2 2T U Z T — &kwa%ﬂ%’%%ﬂﬁﬁb%m%ﬁkb
THIE, FRICEEIND X 2IChotz, ZZICEY, ZOT—XE& PR THLINTZ
WIZ, 7FHualr—23bb 7 4 VAL T —ZEENKNEIZRY, 7 0V AITE
LHEGZE O NEEL 72 o> TE Tz, 5 HZORREBRT —X X7 VX NLT—2E L TRES
N E, BEom WEBZE 2 %7752 ERRETH D . KFTOCTOMRIZE AT S &
ZOHEBORGERLER LT VX NMEEN T RITEREIC K EE &9 2 81 XWVWH) £TH
RN, FlL T AEPERICRY . BoBMRmEGg T 2”555 K m@\@@%
Wr O ERIRERIC BT 2 mEME T, R E L7z, UL LERRAEEMEN T ICoh, 2
Wikt R DT — 2 PEERNC Ie o722 & MK L TR Mﬂugﬁﬁ$aﬂﬁmbfbiot;k
LEETH D,

CAD DBFE L ZD=—X

TOEIREFNERL ALV E 2 —FDN—FRU =T « V7 =T WITOESIZLY
@@%%%%ﬁ?é@%%i%?é:/t;—&77)&~v5/@%%w\ﬁﬁm;ﬁb
DX oTe, FALTIX, R CT Tt S - MaEs CT IS 2 s Ao Ol fi
EEROZW, CT =22/ 77 7 1 (colonography., & 2 WL KIBRAEANHEEE) & X2 KIBE
OEMGEZEr, i MRT, FFICHIN O M % B k32 MRA B X 2 B <o & ka2 - PAZE
DOZW, FLAREE B R X DA OFZWIE T CAD BB R A HED BT D

N—FKozT7¢tYy7 =T

Wkoarva—20AaTIE, N R7 =7 VT T iEdE R LTED . BER
—RIE L7 AT A LTEHAIN TV, SHICEFETIER Yy NV—27 0L Eizy 7
F7 =7 OELIC KV EERESCR Yy NI —7 BICGEET LT 7V r—var b kfFzF+s 2



IV, VTN =T EN— RO =T EOIVHELTE T Ty bk — L T OMEN EE
ERUNAD T E 2 —F AT ABRICER LODOH D, Z DK D R i &S
&, BUIfE, BARZERS GHTF ZME CKE., ZF#, AR, A=A FZ7 V7, KINEE) 12
BT, EEHY 7 hu= 7 b EEERE L CRASNTEY, £ 0O HEMAGE N ATEE 2R
BICHD, LPLBETIEZ 7V RavEa—T 07085, BEOY 7 hu=T &L
THHE T\ Application Service Providers (ASP)<X° Software as a Service(SaaS) &
Wolz, ENOHRZLTWEINOTR Y NT—7 BICGFET 2EMEEER T 5 —EARR
BLTE D, V7 MU =7 BERZEREISR L LTIV OnE W) RIENRE S
o TN D,

BN

(1) E/) &H : ERTHD TR b ENT=~ v F 7T 7 ¢ CAD-ImageChecker-. H Ak
SHRE AT 5 MERE 56, 355-358 (2000).

(2) Yoshida H, Ndppi J, MacEneaney P, Rubin DT, Dachman AH: Computer—aided
diagnosis scheme for detection of polyps at CT colonography. Radiographics 22,
963-79 (2002).

(3) Kobatake H: Future CAD in multi—-dimensional medical images — Project on multi-
organ, multidisease CAD system. Computerized Medical Imaging and Graphics 31,
258-266 (2007).

(4) ik FR: ABETRESRZH VAT Ao TC. EHEGIERF2 MG 23, 75~
78 (2006).



(2) WITR T HEEMAROHMICE S 2RI

BRI B B s o
L EIE N

TL®IC

ARWG I, CADICRHT AEEDTA RTA VERFLTEZ, ZOHFTRbEINTZ#EmOH
T, CAD /X CADx, CADe & HiZ, ZDOEERITY 7 b =7 THY ., F#EHRITHWTIL, ZOMRE
ICHEEEZELRELEWVWIBRND -T2,

CAD ODMERENN—F T =27 (BXFar bt a—F 20BN THIBENRZWEEbR
2) \HRAET D & AU, AR AR O RoRPERE. Z oMo NI ET 5
FESRDOPERE~DIKENE S NS, Lo, CAD BNHME LTWNWAHZ &N, AN SN 5HES
BEHRIZES L, WEDORTEZWEA L IXEWZBNCT T 2 EMgtch s L, 20
F 7o HHERERHMIL. ERTOZWICEH 5T 2 FHIE IO T, ZOFEBLGTED LR %
DFERDOEROZLIEORMEE L TIThN OB EY THAH, LML, TORDDEED
REFXME T2,

BRE AU TIX, CAD IZBE T B Rk L 72 HE(L O T2 < AT T2y, A TIiE, CAD @
LB RBIT 5 E TICHE SN D FHOBEELIZOWTOBLEEITH, Fiz. shHMNEOBLH]
DOENENCOWTHAEL, TORREEZLT L T 5,

EETRBROLBRBEICOWVWTOER - HE ORI
CAD ZFEHT HIZBR L COEEIILLTO L SR L b B2 LD,

1. & (®B)
2. F—HMER « CAD AT A THOF —H I 0 A
3. CAD TOMLFER « FEHRHH

IHHDEEICONWTHLICELREZT 5,

=N=A
1 =2

CAD 1ZZ b F b, ARSI NEGIH L TO RN RLUETHY . ZOH IR RITSE
SICANER OB KT T 5, Bz, vv BT 7 0ICB LT, REEED NEREREL L
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T2 ZBRIT K > THRIE I M7z ACR-NEMA KM I &2 569 2, B 7 +—~ v hPEfGIE(E 7
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TLEBIOND, 7 T7ARFITY 7 ANallnEENnD,

- AR AR
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MDD D& E & E A2 RIS IREPEEEN e & 72> T D,
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- AR ATFA
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TAYAPSNDT =1 /N« F—ZA T VT « BT ZIZBWTIE, BiEE L 3o
THWNE T TWDHTZD, BnT AV X0 b F B Tm%?&]\éh%ﬁ“b\{tﬁﬁb:
bbb, Flo, BAOWTNOESE CAD 1% DA, AX L R7arY 7 =7 (Y71
U= 7 H) OEREESRE L THRbIlTns

5. xv hU—27 ETOHY—E R L L TO CAD EREFRHIZ W T

T, Xy MU= HIGORBIZEN, 770 RarEa—7 4> 7 (ASP, SaaS % &ie,
A H—Fy FOERINT-Y—REZHDL Y7 b =T - N— U =7 28R40 2 35k
RE) BN—IIZ 720 5o b 5, $%®¥@%%®%§%ézﬁ%f%Mﬁ\mm%%%:®$
IRFERTOY—ERE LTREAIETH D, TOHE ., EF OB HFEIC OV TH
ﬁm%ﬁt&wlﬂ%wﬂ\ﬁzfaﬁkmm TR TIR, ERBESR O BRHIS B A b
LT, EfitTadZ DAL TRLIBOEM lputting into service] IZOWTHEEL TV 5D,

MDD % 2 55 (1)
(i) ‘putting into service’ means the stage at which a device has been made available
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TR
o |[EC 62304:2006 (JIS T 62304 )

Medical device software- Software life cycle processes

e |[EC/TR 80002-1:2009

Medical device software- Guidance on the application of ISO 14971 to medical device
software

e |IEC 60601-1:2005 (JIS T 0601-1 )
Medical electrical equipment —
Partl: General requirements for basic safety and essential performance

e General Principles of software Validation GPSV

e Guidance for the Content of Premarket Submissions for Software
Contained in Medical Devices 2005
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IEC/ISO FDA
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EU MDD

2010 3 21

EU MDD 1/5

1.EU
“ 93/42/EEC 1993 6 14

0OJL 169, 12.7.1993.p.1

2010 3 21 MDD

Validation
2.

M5
EU
M1 1998 10 27 98/79/EC L331 1 1998/12/7
M2 2000 11 16 2000/70/EC L313 22 2000/12/13
M3 2001 12 7 2001/104/EC L6 50 2002/1/10
M4 2003 9 29 EC No0.1882/2003 L284 1 2003/10/31
M5 2007 9 5 2007/47/EC L247 21 2007/9/21
5
M1~M5
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EU MDD 2/5
3. MDD93/42/EEC 2007/47/EC

(6)

(6)It is necessary to clarify that software in its own right, when specifically intended by the manufacturer to be
used for one or more of the medical purposes set out in the definition of a medical device, is a medical device.
Software for general purposes when used in a healthcare setting is not a medical device.

(20)

(20) Taking account of the growing importance of software in the fiel§j of medical devices, be it as stand alone or as
software incorporated in a device, validation of software in accor§jance with the state of the art should be an
essential requirement.

TR)
Toshiba Medical Systems Corporatibii

EU MDD 3/5
4. MDD93/42/EEC 1

2.
(@)M5

WEEUERMEER
(MDD)

EU MDD
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EU MDD 4/5

M5
EU
12.
M5
12.1a
validation verification

ISO 9000
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B COCIR

Guidelines for the qualification
and classification of software
used in healthcare environment
within the regulatory framework of

medical devices

Version of July 12, 2010
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Figure 1: A decision diagram to assist qualification of software as medical device.
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SC62A ICT (62/217/INF)

u TC62 SCOPE
Safety, privacy, security, ICT,
services and regulatory needs SC

62/217/INF

ltem1 TC62 SCOPE Security  privacy
Guide51 ISO 14971 SCOPE

Item 2 ICT SC
Item 3
ltem4 TC62 Sub Committee

u ICT

DICOM, HL7, IHE TC
Chairman

ISO
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IEC/TC 62 SCOPE - 2010/10 -

m TC62 SCOPE
To prepare international standards and other publications
concerning electrical equipment, software and systems used in
medical practice and their effects on patients, operators and its

environment.
NOTE : This scope includes items within the scope of other committees which will be addressed

through cooperation. Attention will be confined to aspects for medical practice.

u SCOPE

To prepare international standards and technical reports concerning the
manufacture, installation and application of electrical equipment used in
medical practice and their effects on patients, operators and its environment.

This also concerns surgery, dentistry and other specialities of healing arts.
NOTE : This scope includes systems, equipment and accessories which are within the scope of
other technical committees; attention will be confined to aspects in which special requirements
for medical use arise, particularly as regards_safety.

IEC/TC 62
SC62A
SC62B
SC62C
SC62D
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Medical device
management standards

Lays out a foundation to
develop a medical device

ISO/IEC

Medical device product

1SO 14971
ISO 13485

affects

\X affects

standards

IEC 60601-1,

Medical device
process standard
IEC 62304

Gives detailed direction how
to develop and maintain
safe software system

Other sources of
information
IEC/ISO 12207,
IEC 61508-3,
IEC/ISO 90003, ...

Gives additional guidelines,
techniques, etc that may be
used

IEC 62304 Annex

IEC 61010-1

Gives specific direction for
creation of a safe medical
device

Implementation
of medical
device software

! Product Standard for |1

1 [}
| Stand alone Software | !
1 1EC 8xxxx-1 ? 1 :
L

} inspires v

e S = ()

C Ci1

Risk management
Standard of Medical
device in ICT

IEC 80001-1

ICT:
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IEC60601-1-2
IEC60601-1-6
IEC60601-1-8
IEC60601-1-9
IEC60601-1-10
IEC60601-1-11

60601-2-1
6060122
6060124
6060125
6060127 X
6060128 X
60601-2-1
60601-2-12
60601-2-13
60601-2-16
60601-2-18

10KV 1MV)
1

(62A/707/INF)

IEC 62304

FDA

GHTF SG3

“Validation of software for regulated processes”

TC210 JWG3

AAMI TIR36:2007

51

5.4 5.5

5.6

5.7

9.
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AAMI
H Agile TR

2011/2

IT ad-hoc
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FDA




TIR FDA/AAMI

B General Principles of Software Validation; Final Guidance for
Industry and FDA Staff

B Guidance for Industry Part 11, Electronic Records; Electronic
Signatures — Scope and Application

B Guidance for Industry and FDA staff; Guidance for the Content
of Premarket Submissions for Software Contained in Medical
Devices

B Guidance for Industry, FDA Reviewers and Compliance on Off-
the-Shelf Software Use in Medical Devices

B Guidance for Industry Cyber Security for Networked Medical
Devices Containing Off-the-Shelf Software

ANSI/AAMI SW68:2001 Medical device software — Software life cycle
processes -> |[EC 62304:2006

AAMI TIR32:2004 Medical device software — Risk management
AAMI TIR36:2007 Validation of software for regulated processes
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Minor

Ei& (Major)

RIRAETAEHFHEIABECL A L—4ORCLBFEEET SR F8&2F, L
ALIBETHALENT A, RE-OREMLFESAF, BHROBYOEF., RAEED
TEIZLE 2T EEPIAL - 2OTLCPREELMBMCE TRCIBSIZL. LI
BEETHZ,

thiEHE (Moderate)

ZMEPEAMSRFTFRELABER P~ L 20BHLEESISE_TE&ICE, LUl
D EETHL LTS, FHOMYVAEL, EFEEBOTAIZL -7, BT AL
= CEERERRREAICE L T RBITH, LALIIREE TSRS,

&1 Minor

FIFABEAES T, BFOAAL—212H L TUOM HEEH5IEE C T olEkfs
FECESIL, LALIERETR L EHINY B,
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Guidance for the Content of Premarket Submissions for Software

Contained in Medical Devices (FDA)

SOFTWARE
DOCUMENTATION

MINOR
CONCERN

MODERATE
CONCERN

MAJOR
CONCERN

Level of Concern

A statement indicating the Level of Concem and a
description of the rationale for that level

Software Deseription

A summary overview of the features and software
operating environment.

Device Hazard Analysis

Tabular description of identified hardware and software
hazards, including severity assessment and mitigations.

Software Requirements

Summary of

The complete SRS document.

Specification (SRS) fnctional
requirements
from SRS.

Architecture Design No Detailed depiction of functional units

Chart documentation is| | and software modules. May include
necessary in the || state diagrams as well as flow charts.
submission.

Software Design No Software design specification

Specification (SDS)

documentation is
necessary in the
submission.

document.

Traccability Analysis

Traceability among requirements, specifications, identified
hazards and mitigations. and Verification and Validation

SOFTWARE MINOR MODERATE || MAJOR
DOCUMENTATION | CONCERN CONCERN CONCERN
‘maintenance configuration
activities. ‘management and
‘maintenance plan
documents,
Verification and Software Description of Description of
Validation functional test V&V activities at | V&V activities at
Documentation plan, pass /fail | the wnit, the unit. integration.
criteria, and integration. and | and system level
results. system level. Unit, integration and|
System level test | system level test
protocol. protocols, meluding
inchuding pass/fail | pass/fail criteria. test]
criteria, and tests | report. summary.
results. and tests results.
Revision Level History | Revision history log. including release version numiber and
date.
Unresolved Anomalies | No List of remaining software anomalies.
(Bugs or Defects) documentation is | annotated with an explanation of the
necessary in the | impact on safety or effectiveness.
submission. including operator usage and human
factors.

testing.
Software Development | No Summary of Summary of
Exvironment Description | documentation is | software life software life cycle
necessary inthe | cycle development plan.
submission. development Annotated list of
plan, including a | control documents
summanry of the | generated during
configuration development
management and | process. Include the

Table 3. Documentation based on level of Concern

Toshiba Medical Systems Corporation

FDA

B The following is list detectable flaws which a manufacturer could be expected

common defect list.docx

to identify and remove. These flaws may once have been grouped together
as ‘memory corruption’ or as ‘runtime failures’ which was not helpful in
avoiding or debugging them.

B Use of static analysis to search for and find these flaws can eliminate a very

large proportion of these runtime errors at low cost during development.
B We should consider requiring that class C software provide some type of

assurance that at least some subset of these defects have been eliminated

during implementation.

IEC 62304:2006

20%
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‘03 “04 <05 “06 “07 “08 “09 “10 *“11 *“12 “13

DA
-OTS Use in Medicsl Devices

GPSV General Principles of Software Validation

the Content of Premarket Submissions for Software Contained
in Medical Devices

99’9 |Ed.1
02'11 Ed.1

11 Edl
O

IEC/1SO
-I1SO 9001 1SO9000

Quality management systems
-1SO 13485

Medical devices Quality management systems
regulatory purposes

-ISO 14971

Application of RISK MANAGEMENT to Medical devices

-IEC 60601-1

Medical electrical equipment Part 1: General requirements for basic
safety and essential performance

-IEC 62366

Common aspects of electrical equipment used in medical practice
-IEC 62304

Medical device software - Software life cycle processes

-1SO 27001

Information technology - Security techniques - Information security
management systems — Requirements

-IEC 80001-1, -2-xx

Application of RISK MANAGEMENT for IT-Networks incorporating
MEDICAL DEVICES

-IEC/TR 80002-1

Medical device risk management - Guidance on the application of
1SO 14971 to medical device software

Systems Requirements

Requirements for

00°12 Ed3
7 Ed2
O

00’12 | Ed1 2 Ed2
o

12 Ed.3
88" Ed.2 ©
93’ 1 3 | Ed1l ©
95 2 O

5 Edi
o

10 Ed1
)

10 1 Ed1i
o
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| Web
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o0 wm >
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>
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ICT
[ ] ICT
.0 defect/Kloc 1000 1
3,000K 3,000
[ ] 0.05
defect(s)/Kloc 0.01 defect(s)/Kloc
30

IEC 62304 Medical device software- Software life cycle processes Annex B.4 (JIS T 62304 )

100 %
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IEC 62304:2006 FDA GPSV

souP > |

e SOuUP

A | &

e SOuUP

. V i

. EECJors [
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IEC 62304:2006 JIS T 62304 .
Medical device software- Software life cycle processes

5.1 -

51.1 \
2
b)
%)

d) SOUP

e)
512 >
513

514 Cc
515 B,C

5.1.6

517

5138

5.1.9
5.1.10 B,C ‘/

)

¢

5.8 :
5.8.5 B,.C
5.8.8 B.C i
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FDA

Guidance for the Content of Premarket Submissions for Software
Contained in Medical Devices

IEC 62304 2008

Toshiba Medical Systems Corporation

IEC 62304 :2006(JIS T 62304) 5.2
5.2.2
a)
b)
c)
d) }
e) -

f)
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GPSV 5.2.3

Toshiba Medical Systems Corporation

IEC 62304 :2006(JIS T 62304) 5.3
5.3.1
5.3.2
5.3.3 SOUP
5.3.4 SOUP

5.35
5.3.6

GPSV 5.2.3

Guidance for the Content of Premarket Submissions for Software
Contained in Medical Devices
Moderate, Major :

Toshiba Medical Systems Corporation




SOUP
IEC 62304:2006 (JIS T 62304)

5
511
*
515
517
522
5.3.3 SOUP
5.3.4 SOUP SOUP
5.3.6
6
6.1 } SOuP
7
7.1.2
7.1.3 SOUP
7.4.1 SOUP
7.4.2 IEC/TR 80002
8
8.1.1 } SOUP
8.1.2 SOUP
*
SOUP
IEC/TR 80002-1
34.1
4.4.1
6.2.3 SOUP
SOUP
9
C.1
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GPSV5.2.4

SOUP
»
FDA
|
Toshiba Medical Systems Corporation
GPSV 3.1.2
GPSV 3.1.2

FDA
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Run-time error

Toshiba Medical Systems Corporation

IEC 60601-1:2005 Ed.3 JIS 0601-1

14.11 PEMS
PEMS

PEMS PEMS
PEMS

PEMS

PEMS

Toshiba Medical Systems Corporation

PEMS

PEMS




GPSV 4.7
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B SPICE

ISO/IEC 15504

(CMMI

CMMI

ISO/IEC 15504

Software Process Improvement and Capability dEtermination

JIS X 0145

1.1
Optimizing process 2.1
Predictable process 22
Established process 31
3.2

Managed process
4.1
Performed process 4.2
Incomplete process 5.1
52
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Process Performance
Performance Management
Work Product Management
Process Definition
Process Deployment
Process Measurement
Process Control
Process Innovation
Process Optimization

B Medi SPICE PRM/PAM (Assessment model in medical device company)

IEEE 1S0
1'25925(,) 1074 (*) 12207 ’éﬁ,Me's_’ '6'52304 OPTIMIZING
AS 3563 ImprovelT (*) - TickIT. \ PREDICTABLE
. ESTABLISHED
1SO IS0 1SO 15504 Medi
9001 9000-3 (SPICE) |~ > SPICE MANAGED
PERFORMED
Trillium
INCOMPLETE
SEI SW-CMM
ISO 9004-4 SPICE
IEC 62304
ISO/IEC JTC1/SC7
[ ]
[ ]
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CT
CT
PC

PC

PE

PACS

PE

/
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SOUP “software of unknown provenance”

[ OTS [1]

OTS Off-the-Shelf Software
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IEC 62304:2006 JIS T 62304

100%
° AB,C

C-B B-A

JIS T 62304 B

TOSNIba Viearcar Systems Corporation

IEC/TR 80002-1

4.4
« FMEA IEC 80812 [2]
*
s FTA IEC 61025 [3]
*

Guidance for the Content of Premarket Submissions for Software
Contained in Medical Devices

° FMEA FTA

e |SO 14971
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IEC/TR 80002-1 6.2.1.5

]
of event

JEITA
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sequence

WG

IEC 62304:2006 (JIS T 62304)
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ISO/IEC 90003:2004

L 2R R R R JER R 2

JEITA WG

2
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|EC 80001—1 Application of risk management for IT-networks incorporating medical devices

[ ] IT

1509000 QMS (Quality Management System)

Guides1 A GuideT3
RM
15031000
Risk Management

¥ 32/13485(QMS)

Safety  Security

60601-1/x

/ \
| / 27000
[ ten Information Security Management
| s23040002 \
\\ 15408/18045/21827
e

2950 g

w2 1,07

JAHIS

13325
T security management
\

The RESPONSIBLE ORGANIZATION

| E—

MEDICAL IT-

Clinical
Department

Biomedical
Engineering
Department

i
Department

Other.

B Meoca | Mebica
B oaice k| oevic
Emanutacurer [t | manufacturer
foromeriT [ | orother T
| G [ G
B provider | provider
Ak B
T
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IEC 80001-2/TR Step-By-Step

4 Study of terms used In RISK MANAGEMENT

B Clause4

42
. 4.3  HAZARDOUS SITUATIONs .. J—
RlSk 44 Forazesabie seguence of avents and cauzes

4.5 Rigk CONTROL measures (Mibgations)

Management s5 Degrzescrmsk.

4.7 HARN {UNMTEND

4.8 Checking wording .

. Clauses S The 2t=ps snd their re: aton:-\.n.-": IE.{, a:l.o:l' -1 mnd 120 14871

54 Qwerview .
52 A Basic Example usin
ISO]-4971 & IEC 80001-1 Clause 4.4.2: Step-by-3ep .
5.1 General....... SR
. Clause6 £.2 Application of Clause 4.2 1: Document all BiSs WANAGEME

5.3  Mote about RISk EVALUATION
E.4 The 10 Step PROCESS

IEC80001-1 r Eean T e
B Clause

A General
2 ‘'Wireless patient monitoring during patient transpo:
31 Ae ICU § Distance Medicine.

4 Fost-Anassthesia Care Unity [FACUL.
5

E

Uitrasound — MiCrosoft O3 VulRerabliity .
Full description of use case (Context) .
Description of RETWerk under analysis .
7.8 [Template]..... -
Annex A (Informative) Common HAZA
CONSIgEr In MEDICAL T-METWORKS .
Annex @ (Informathee) LI
MEDICAL IT-METWOR

4

UATIENS, and causes 1o

of guestions ba consider when |entiying HAZARDS o

L IT-METWORKE where &rrors can be fourd ... S0

Anney C {informative] Layers of WE

Annex O (informativel Prosakiity, severty, and Riss accepiabiity scales uzed In the
examples in this Technical Report S .

Annex E (Informative) Moniborng Riss .

M D M Annex E (INformative) FISK ANALYZING SMAll CRANGES IN 3 MEDICAL IT-NETWORM oomvvmvs emsresens
Annex @ (Informatve) Example of Ghange Wingow Form .

Annex H (informative] Furtner iszues for conzideraton

eness

miltigation efe
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IEC 80001-2/TR Wireless Network

. Clause4 80001-1 Risk Wireless Guidance
Focus

Management

Loss or impairment of
Wireless connectivity

WAN

B Clause5 8
IEC80001-1

Involves risk analysis and
wireless network planning &
“design

Not cavered
InWireless TR

Wireless network deployment,
policy and procedure planning

SLA Config

Pre-Golive testing

Step-by-Step Process for Risk Management

_ _ Notcovered
- miieless TR
7i26/2010

Figure 1 - Focus of Technical Report

NW
MDM
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IEC 80001-2/TR Wireless Network MDM

1004 Upgrading to a release of network infrastructure hardware or firmware before a medical
1005 device vendor has fully tested and verified compatibility with the release is not recommended.
1006 Early releases of software have a higher probability of performance issues._ It is recommended

1007 to check with the medical device manufacturer for compatibility recommendations on WLAN

1008

1009 consulting medical device manufacturers before installing off-the-shelf cyber security software

1010 on A medical device

1092 Mitigation against an overloaded network is to test and verify the actual impact introduced by
1093 changes to networking equipment and wireless network clients. Gather both the medical
1094 device manufacturer and wireless infrastructure provider's performance specifications to

1095 understand capacity requiremenis of devices and applicafions vs. coverage\area capacity.
1096 One way to envision coverage area capacity is to think of the available bandwNith (Mbps) per

1097 unit area of floor space.

MDM

Toshiba Medical Systems Corporation

IEC 80001-2/TR Security

B Clause5
Security Capability

¢ “Each section provides a broad view
of a potentially applicable security
control or PROCESS category.

B Clause6 / Clause7

B Clause8 / Clause8

B Annex
MDM HDO MDM

HDO: Healthcare Delivery Organization

IEC80001

Security Capability

1 S0P cooveeeeeeccereee OSSO e e e )
2 MNormative references o
3 Terms and definitions ..o e e 10
4 Use of Security Capabilities 10

4.1 Structure of 3 Security Capability @NIY ooooooooeoeoeooeeooece s
4.2  Guigance for use of security capabilities in the RITK MANAGEMENT P
Security Capabilities

BLOG: Automatic logof -
AUDT: Audit controls
CNFG: Security feature configuration

DTEK: Data backup and disaster recovery

EDID: HEALTH DATA de-identification..................
ESTO: HEALTH DATA confidentiality for storage
EMRG: Emergency access
GUID: Security QuIses ............... .
INTG: HEALTH DATA integrity and authenticity
MALP: Malware detection/protection .
PEAU: Person and node authentication
PLOK: Physical locks on device

PRUP: Cybersecurity Product upgrades ......... S
ROMP: 3rd party components in product Iifecycle roadmaps
SAHD: System and application hardening

SERV: Service access security ......
TXCR: Transmission confidentiality.
TXIN: Transmission integrity
ULID: Unique uSer 1D oo .

TamEE of cetaen Tnaer Secunty Capabity D00

[

7 Examples of Regional specification on a few Security Capabilities 23

8 References........... O e e 26

9 Other Resources o7
2.1 a7
9.2 2T
03 Application Security Questionnaire (ASQ) 28
9.4 The Gertification Gommission for Healtheare Information Teshnology

[CCHIT) 28

9.5 HLT Functional Electronic Health Record (EHR) 28
9.8 Common Criteria — ISOMIEC 15408................. .. S 28

10 Other readings 28

Annex A

mative) Sample Scenaric Showing the Exchange of Security Information .......30
mative) Security Capability Mapping t0 C-l-Ae_.....ooooreooorerrseeees 1

Bibliography
ndex of defined terms
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IEC 80001-2/TR Security Security Capabilities

Applicable
Stand Security Capabilities Reference Materila
ard
IHE AUDT: Audit controls
PEAU: Person and node authentication
SERV: Service access security NEMA SPC Remote Service Interface
TXCR: Transmission confidentiality
TXIN: Transmission integrity
UUID: Unique user ID
DICOM EDID: HEALTH DATA de-identification
ESTO: HEALTH DATA confidentiality for storage
MDS2 GUID: Security guides
N/A ALOG: Automatic logoff

CNFG: Security feature configuration

DTBK: Data backup and disaster recovery

I1SO/IEC 20000-2:2005(E) 6.3.4

EMRG: Emergency access

INTG: HEALTH DATA integrity and authenticity

NEMA Security and Privacy Auditing

MALP: Malware detection/protection

PLOK: Physical locks on device

PRUP: Cybersecurity Product upgrades

RDMP: 3rd party components in product lifecycle roadmaps

SAHD: System and application hardening

Toshiba Medical Systems Corporation

IEC 80001-2/TR Security Security Capability

5.1 ALOG: Automatic logoff

Applicable:

Reference material:

Requirement goal:

User need:

Standard: N/A
Policies: Local Hospital IT Policies
N/A

Reduce the RisK of unauthorized access to HEALTH DATA from an
unattended workspots.

Prevent misuse by other users if a system or workspot is left idle for
a period of time.

Unauthorized users are not able to access HEALTH DATA at an
unattended workspot.

Authorized user sessions need to automatically terminate or lock
after a preset period of time. This reduces the RISK of unauthorized
access to HEALTH DATA when an authorized user left the workspot
without logging off or locking the display or room.

Automatic log off needs to include a clearing of HEALTH DATA from
all displays as appropriate.

The local authorized IT administrator needs to be able to disable the
function and set the expiration time (including screen saver)

Screen saver with short inactivity time or manually enforced by key
shortcut might be an additional feature. This HEALTH DATA display
clearing could be invoked when no key is pressed for some short
period (e.g. 15 seconds to several minutes). This would not log out
the user but would reduce RISK of casual viewing of information.

It is desirable that clinical users should not lose uncommitted work
due to automatic logoff. Consider detailing characteristics under
ALOG that distinguish between (a) logoff and (b) screen locking with
resumption of session.
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IEC/TR 80002 Ed.1

*Medical device software —
Part 1: Guidance on the application of ISO 14971
to medical device software

. 1ISO 14971:2007

*|EC 62304

Software error

SOUP

*Annex B
*Annex C

sAnnex D IEC 62304

3 General requirements

Risk analysis

* Intended use and
identification of
characteristics related to the
safety of the medical device
Identification of hazards
Estimation of the risk(s) for
each hazardous situation

!

Risk evaluation

!

Risk control

Risk control option analysis
Implementation of risk
control measure(s)
Residual risk evaluation
Risk/benefit analysis

Risks arising from risk
control measures
Completeness of risk control

7Evaluation of overall residual
risk acceptability

f

[ Risk management report ]

§roduction and post-production
information

A schematic representation of the risk management process in ISO
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1. JIS Q 13485:2005. "EHRHEZ—ME~ Y A L b AT LA—HlHl BRI D726 D ERFIH
Medical devices - Quality management systems — Requirements for regulatory
purposes.”

2. 1S0 14971:2007. Medical devices — Application of risk management to medical devices.

PR — BRI ~D U A7~ RV A O

(Y7 b v =7 )
IEC 62304:2006. Medical device software — Software lifecycle processes.

2. ISO/IEC 12207:2008. ”Systems and software engineering — Software life cycle
processes. VAT LRV 7 N2 T TH -V 7 2T 747 A 7T akR",

3. TIEC/TR 80002-1 Ed. 1.0:2009 (en). “Medical device software — Part 1: Guidance on
the application of ISO 14971 to medical device software. [EEMIRY 7 bU =7 —
B EREER Y 7 MU = 7~ 180 14971 O A OF5|”.

4.  IEC 61508-3 Ed. 2.0:2010 (b). “Functional safety of electrical/electronic/
programmable electronic safety—related systems — Part 3: Software requirements.
BR/ET/ TS T~ T NEFRERE Y AT AOWENRZEE-FB3H: Y7 hy=x
T BRI



5. ISO/IEC 90003:2004. “"Software engineering — Guidelines for the application of ISO
9001:2000 to computer software. Y7 h =27 T —a a2 —H Y7 h T ~D
1S09001:2000 M DFaEE”.

(= 9 i B )
1. JIST0601-1:1999. [EHEXMEL - &5 ZRICHET D — IV ERFIH (TEC 60601-1
Ed.2) .
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